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Adaptive Sensor Allocation Strategy for Process
Monitoring and Diagnosis in a Bayesian Network
Kaibo Liu, Member, IEEE, Xi Zhang, and Jianjun Shi

Abstract—Multivariate process control in Distributed Sensor
Networks (DSNs) is an important and challenging topic. Although
a fully deployed sensor network will minimize information loss,
the associated sensing cost can be overwhelming. Many efforts
have been made to investigate the optimal sensor allocation
strategy for different process control applications; however, most
of them assume that the sensor layout is fixed once sensors are
deployed in the system. This paper proposes a novel approach
to adaptively reallocate sensor resources based on online observations, which can enhance both monitoring and diagnosis
capabilities. The proposed adaptive sensor allocation strategy
addresses two fundamental issues: when to reallocate sensors and
how to update sensor layout. A max–min criterion is developed
to manage sensor reallocation and process change detection in
an integrated manner. To investigate the adaptive strategy, a
Bayesian Network (BN) model is assumed available to represent
the causal relationships among a set of variables. Case studies are
performed on a hot forming process and a cap alignment process
to illustrate the procedure and evaluate the performance of the
proposed method under different fault scenarios.
Note to Practitioners—Due to the rapid development of sensor
technology, DSN has been widely used to monitor process change
in complex manufacturing systems. Unlike most of the previous
studies on the optimal design of a sensor system, which assume
that sensor layout is fixed once sensors are deployed in the DSN,
this paper proposes a novel adaptive strategy to update the sensor
layout or determine the operating mode (i.e., active/sleep state) of
each sensor during online measurements. Two fundamental questions have been addressed in this study: (i) when to reallocate sensors and (ii) how to update sensor layout. The proposed methodology is especially beneficial for monitoring the process change in
a system where variable relationships can be modeled with a BN
and a single mean shift may occur at any variable. To implement
this methodology, it is necessary: (i) to identify the physical variables associated with the production system; (ii) to describe the
variable relationships via a BN; and (iii) to determine the number
of available sensors with the consideration of budget, bandwidth,
or energy constraint. Experimental studies have shown that the
proposed adaptive strategy has better performance than the fixed
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strategy in terms of improving detection delay and fault diagnosis
accuracy.
Index Terms—Adaptive sensor allocation strategy, Bayesian network (BN), max–min criterion, process monitoring and diagnosis.

I. INTRODUCTION

A

DVANCES in sensor and computing technologies facilitate rapid development of Distributed Sensor Networks
(DSNs), which have been used in a wide range of industrial
and civilian applications, such as industrial process monitoring,
healthcare surveillance, and environmental protections. Extensive research has shown that DSNs can provide unprecedented
opportunities for quality and productivity improvements [1].
One of the primary concerns in a DSN is the sensing cost,
which includes installation, maintenance, and operational cost.
Although a fully deployed sensor system will minimize information loss, the associated sensing cost can be tremendous. Furthermore, a fully deployed sensor system can place high demands on bandwidth and energy consumption [2]. In quality
engineering, the efficiency of a DSN can be benchmarked by
the sensing cost of achieving customer requirements in terms of
detection delay and diagnosis accuracy [3]. Since massive data
collected from different sensors can involve dependent or even
redundant information, it is desirable to investigate the optimal
design of a sensor system in order to effectively and efficiently
collect information with minimum cost.
The optimal design of a sensor system is a decision making
process to determine which variables are to be measured under
the constraint of the number of available sensors. In quality engineering, much research has been conducted based on physical system layouts to investigate the optimal sensor allocation
strategy [4], [5]. When such physical layout information is unavailable, Li and Jin [6] proposed a sensor allocation method
based on a probabilistic graphical model, the Bayesian Network
(BN), where variable relationships can be characterized by a set
of conditional probabilities. Although the problem of optimal
sensor allocation in a BN has been well defined, the algorithm
[6] is limited by taking Bonferroni correction into consideration when searching for solutions. Thus, the suggested allocation strategy in [6] cannot guarantee satisfaction of the specified average run length (ARL) requirement. To tackle this issue,
Liu and Shi [7] further proposed a “Best Allocation Subsets
by Intelligent Search” (BASIS) algorithm, which can provide
the optimal sensor allocation solution given any user-prescribed
ARL requirement. The literature pertaining to optimal design of
a sensor system in quality engineering is indeed rich; however,
all the aforementioned methodologies assume that the sensor
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layout is fixed (which is denoted as the fixed sensor allocation
strategy in the remainder of this paper) once sensors are deployed in the network.
The fixed sensor allocation strategy is preferable if the
probability of a shift occurs at each variable is known, so that
the sensor network can be centralized to monitor the shift
variables. Unfortunately, such prior information is usually
unknown or unreliable in practice. In fact, both methods [6],
[7] have shown that the detection delay will be longer and
the fault diagnosis accuracy will be deteriorated if the root
cause variable is not directly measured, since a shift will be
propagated and diluted in the downstream variables. With this
in mind, the adaptive strategy can be considered to compensate
for the unresponsiveness of the monitoring schemes provided
by the fixed strategy. There are mainly three types of adaptive strategies related to process control: adaptive charting
techniques, adaptive sampling, and adaptive sensor allocation.
Adaptive charting techniques are widely used in the quality
control area to achieve certain optimality (e.g., minimize
detection delay). Zhu and Jiang [8] proposed an adaptive
control chart that combined process monitoring and diagnosis
in a unified manner. Tsung and Wang [9] did a literature review
about adaptive charting techniques. They classified adaptive
charts into two categories: those with variable sampling parameters and those with variable design parameters. Most adaptive
charting techniques assume that the sensor network is fully
deployed and thus all variables are measurable. On the other
hand, adaptive sampling techniques exploit the correlation
between measured samples to timely reduce/add the amount
of acquisitions at certain region or adjust the sampling rate,
which is mainly used for field estimation. Rahimi et al. [10]
proposed an adaptive sampling method by considering both
actuation and sampling costs in an integrated manner for
environmental field estimation. Fiorelli et al. [11] described
a methodology for cooperative control of multiple vehicles
based on virtual bodies and artificial potentials for missions
such as gradient climbing in an environmental field and feature
tracking in an uncertain environment. Popa et al. [12] proposed
an extended Kalman filter-based adaptive sampling method to
optimally estimate the parameters of distributed variable field
models. Finally, adaptive sensor allocation strategy aims to
redistribute scarce resources based on online observations to
minimize a predefined cost function or maximize capability
(e.g., maximize signal to noise ratio) [13]. For example, adaptive sensor allocation strategy has been widely used to track
object movement [14], [15]. Although many research efforts
have been focused on this topic, adaptive sensor allocation
strategy is seldom explored in the quality control field in terms
of improving monitoring and diagnosis capabilities. Instead of
adaptively changing charting techniques or sampling strategy,
this paper focuses on adaptively reallocating sensors based on
online observations to reduce detection delay and also improve
fault diagnosis accuracy. Thus, adaptive strategy refers to the
adaptive sensor allocation strategy in the remaining of this
paper.
Adaptive strategy for process control is a challenging
problem due to the following reasons: (i) The number of
potential decisions is large. Assume that there are total of
variables in a system and the number of available sensors is
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Fig. 1. The overall flow chart of the proposed adaptive strategy.

(e.g.,
). Thus, at each moment, there are
ways to redistribute sensors. (ii) The available information is incomplete
due to partial deployment of sensors.
To develop the adaptive strategy, a BN is adopted to represent
the causal relationships among a set of variables in a DSN. BN
has been widely used in fault detection, diagnosis, and prognostic applications [16], [17]. Generally speaking, a BN can
either be acquired by data-driven methods [18] or from engineering design knowledge [19]. To limit the scope of this paper,
we assume that a BN has already been obtained, so that no more
learning procedures are involved in the following discussions.
Under this framework, we focus on single mean shift detection
and diagnosis when developing the adaptive sensor allocation
strategy. From our experience working with industrial process,
this assumption is typically true for a well-maintained manufacturing system, in which a process change can be quickly detected and corrected. As a result, the proposed methodology is
more favorable for a relatively robust manufacturing production system, in which it is unlikely to see multiple variables
change simultaneously. On the other hand, both the process
change detection and the root cause diagnosis will become much
more challenging, when multiple shifts occur simultaneously in
a system. We decide to leave the change detection and the fault
diagnosis of multiple shifts as a future work. We further assume
that a shift will remain constant until it is detected and corrected,
whereas the variance of each variable stays constant when the
system operates in abnormal conditions. In addition, the number
of available sensors is assumed to be fixed, which is subjected
to the budget constraint.
The objective of this paper is to study the adaptive sensor
allocation strategy, which can enhance process monitoring and
diagnosis capabilities compared with the fixed sensor allocation
strategy. The adaptive strategy discussed in this paper can not
only be used to update the sensor layout, but also to determine
the operating mode of each sensor (i.e., when only sensors
can be in active state in a fully deployed DSN) for online data
acquisition and transmission purposes due to the limited bandwidth or energy constraint. An overview of the proposed adaptive strategy is shown in Fig. 1. The proposed methodology has
three major steps, which include: (i) determining when to reallocate sensors; (ii) estimating the shift variables based on each
incoming sample; and (iii) redistributing sensors onto the identified shift variables. Since this procedure also involves automatic
fault isolation, the diagnosis accuracy is expected to be boosted.
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Fig. 2. A BN structure of the hot forming process [6]. (Reprinted with the permission of the Institute of Industrial Engineers, 3577 Parkway Lane, Suite 200,
Norcross, GA 30092, www.iienet.org. Copyright©2012 by Institute of Industrial Engineers.)

The rest of this paper is organized as follows. Section II introduces the key terminologies of a BN, and then reviews the
contributions made in [7] on process monitoring and diagnosis
in a BN with partial information. Section III proposes an adaptive strategy that can update the sensor layout based on online
observations to improve detection delay and fault diagnosis accuracy. Section IV further illustrates and evaluates the proposed
methodology based on a hot forming process and a cap alignment process. Finally, Section V draws a conclusion and discusses future research directions.
II. PROCESS CONTROL IN A BN WITH PARTIAL INFORMATION
The proposed adaptive sensor allocation strategy is built upon
the fixed sensor allocation strategy [7]. Therefore, we first review the necessary notations and problem formulations made
in [7], which are essential for the development of the adaptive
strategy to be discussed in Section III.
A. BN Terminology and Model Selection
A BN is a probabilistic graphic model that can be used to
represent the causal relationships in a system [18]. Each node
corresponds to one physical variable and each directed arc connects two variables, which form the structure of a BN. In addition, a conditional probability distribution is annotated on each
directed arc, which is called the parameter of a BN. Assume
there are
physical variables
in a
BN. We use an Arabic number to represent each node, and use
to represent the physical variable or the measurement value
of node . When there is a directed arc pointing from node to
node (i.e.,
), is called the parent of and is called the
child of . A path exists from node to if there is one or several
directed arcs such that
. In this way, is called the
ancestor of and is called the descendant of . If does not
have any ancestors (descendants), it is called the root (leaf) of
the system. In this paper, the sets of parents, children, descendants, and ancestors of node are denoted as
,
,
and,
, respectively. The sets of root and leaf nodes
are denoted as
and
, respectively. Furthermore, the th
element of each set is denoted as
,
,
,
,
, and
.
For example, a BN for the hot forming process [6] is shown
in Fig. 2. There are four process variables ( : temperature;
: material flow stress;
: tension in workpiece;
: Blank
Holding Force (BHF)), and one quality variable ( : final dimension of workpiece). Fig. 3 is a two-dimensional (2-D) physical illustration of the hot forming process.

Fig. 3. A 2-D Illustration of the hot forming process [6]. (Reprinted with the
permission of the Institute of Industrial Engineers, 3577 Parkway Lane, Suite
200, Norcross, GA 30092, www.iienet.org. Copyright©2012 by Institute of Industrial Engineers.)

According to [6], all variables in the hot forming process are
assumed to be continuous and follow a standard normal distribution when the system is under normal operational condition. In addition, the linear Gaussian parameterization of a BN
is adopted to quantify the causal relationships [20], [21]
(1)
denotes the cardinality of the set
where
(e.g., the number of parents of );
is called the path
coefficient, which represents the conditional probability distribution
and also the causal influence from the
th parent of to ;
is independent to
and
, which represents the random noise that cannot
be described by the linear part of the model.
B. Process Monitoring in a BN With Partial Information
According to the definition in (1), the measurement value of
can be written in the following matrix form:
(2)
with all ones on the diagonal enis the path coefficient matrix of the BN;
, where
is a diagonal matrix with the
th diagonal entry equal to ; and represents the expected
mean shift that occurs at each variable. As an example for the
hot forming process in Fig. 1, the following equations will hold
based on (2):
,
,
,
,
. Since only variable with sensor deployment
is measurable in real time, online observations can be expressed
in (3) given the sensor allocation set

where
tries of

;

(3)
where is defined as
for compactness ( is an identity matrix with dimension ); and
represents the
with rows indexed by . Note that
subvector of
is a triangular and invertible matrix, with all ones on the diagonal entries. Since the BN is assumed to be known, a Phase II
Hotelling
statistics based on partial information can be constructed as
(4)
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where

; and

is a subblock matrix of
with rows and columns indexed by . The upper control limit
of the
control chart is equal to
, where
a chi-square inverse cumulative distribution function with degrees of freedom
and cumulative probability
. For compactness,
denote
as
. It can be shown that the
monitoring statistics
when
, where
represents a noncentral chi-square distribution
with noncentrality parameter
and degree of freedom
.
C. Fault Diagnosis in a BN With Partial Information
There are a total of fault scenarios under the single mean
shift assumption. Denote the space defined by the th mean shift
and
as any single mean shift that
scenario as
occurs at variable
. In other words, only
can be nonzero. Liu and Shi [7] proposed
the th element of
a diagnosis ranking method to identify the root cause variable ,
which aims at solving the following optimization problem given
:
the out-of-control signal
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how to update sensor layout. One possibility is to establish two
separate tables to record the number of times that incoming samples indicate adding or removing sensors in each variable. Then,
reallocation strategy can be implemented once the cumulative
counter information crosses a predefined threshold, as the approaches in CUSUM control chart [25]. However, this approach
will not only aggravate the workload in the monitoring system
design (e.g., determine the optimal value of the threshold), but
also require considering where to remove (add) sensors when
the criterion for adding (removing) a sensor is satisfied. In addition, the time when an out-of-control sample occurs in a system
is usually unknown and unpredictable. Therefore, the cumulative counter information collected during normal operation condition can affect the performance of the adaptive strategy if it is
inappropriately used. In order to address these issues, a novel
adaptive sensor allocation strategy is proposed as follows.
A. When to Reallocate Sensors
In this section, we will show that the diagnosis ranking
method [7] is equivalent to the penalized likelihood ratio
test (PLRT), which can be extended to determine when to
reallocate sensors. Since the PLRT is a variant of the generalized likelihood ratio test (GLRT), we first go over the GLRT
with
when examining the following hypothesis
. The statistics for the GLRT can be expressed as
(6)

subject to

(5)

where
is the subblock matrix of
with only rows
indexed by . Equation (5) can be regarded as an extension to
the LASSO-based variable selection method [22], [23] with the
penalty when only partial observations are available.
Since only partial information is available, one problem associated with the diagnosis ranking method is that certain fault
scenario might be aliases of others. To address this problem, Liu
and Shi [7] gave two definitions about diagnosable and minimal diagnosable class, and one proposition to derive the minimal diagnosable class given any sensor allocation set (see
Appendix A for details).
III. ADAPTIVE SENSOR ALLOCATION STRATEGY IN A BN
Although the aforementioned monitoring and diagnosis
methods are theoretically sound, there are two fundamental
limitations: (i) If the root cause variable has no sensor deployed,
the detection delay will be much longer than the case when it
is directly measured [6], [7]. Since a shift will be propagated
and diluted in its downstream variables, this result is consistent
with the analysis in [16], [24]. (ii) Due to the existence of
minimal diagnosable class, the root cause variable cannot be
uniquely identified with certain sensor allocation strategy. This
phenomenon is more obvious as the number of available sensors becomes smaller. To tackle these two issues, we propose
an adaptive sensor allocation strategy which can improve both
monitoring and diagnosis capabilities.
Since the adaptive strategy is conducted during online monitoring before an out-of-control signal is triggered, there are two
challenging questions: (i) when to reallocate sensors and (ii)

where
is the likelihood when observing
with the
,
mean shift . The null hypothesis is rejected if
is a constant number that corresponds to a specific
where
type I error and sensor allocation set . Since

the rejection region can be expressed as

(7)
where
and
.
It is straightforward to see that (7) will be minimized when
. However, since
is contaminated by noise
, this solution needs to be revised to consider the noise factors. To address this problem, we introduce the PLRT with a
penalty norm,
, where
is the absolute value
of the th element of . Since we only focus on single mean shift
detection and diagnosis, the rejection region can be transformed
into

subject to

(8)
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Because increasing the number of nonzero elements in will
, the inequality constraint in (8) will
always decrease
be deterministically achieved. Thus, the rejection region can be
rewritten as:

all the active adding variables is defined as active adding set,
which is denoted as .
folSince the monitoring statistics
with
lows a noncentral chi-square distribution
noncentrality parameter

subject to

(9)

where the left hand side of the inequality is consistent with (5).
The PLRT formulation can force small mean shifts to zero and
automatically leave out the most significant shift variable. Thus,
(9) can be used to identify the root cause variable if we assume
a mean shift will be propagated and diluted along the directed
arcs towards the descendants in a BN. Let

and

, the reallocation strategy
should
in order to enhance monitoring capa, where
with the th element equal to one. Therecan be treated as a benchmark value to evaluate
fore,
the performance of the sensor allocation strategy to detect
the mean shift that occurs at variable . In other words, when
, the larger the value of
a mean shift occurs at variable
is, the smaller the out-of-control ARL will be. Since all
variables within the active adding set are equally likely to be
responsible for the shift, we propose a max–min criterion, in
which the reallocation strategy will maximize the minimum of
for any variable
that belongs to the active adding set,
. Mathematically
maximize
bility. Let

(10)

(12)

Then, the rejection region can be expressed as follows for better
interpretation:

In certain cases, there may be multiple reallocation strategies
that can achieve the same optimum in (12). Then, the max–min
criterion can be implemented again based on the variables from
, where
represents the set of
the set
but not in . The motivation behind this
elements in
approach is that if the solution is not unique by implementing
the max–min criterion running on the active adding set, considering a reallocation strategy which optimizes the max–min
criterion based on the remaining variables can further enhance
monitoring capability, in case the root cause variable is not identified in the active adding set. Mathematically,

subject to

(11)
where
and can be considered as a warning sign
to determine when to reallocate sensors. Note that the boundary
is a function of , which corresponds to a specific
point
, for each given
type I error . To determine the value of
, we can implement the Monte Carlo simulation to estimate
,
given
(see
the empirical distribution of
Appendix B for details). Depending on the different values of
warning signs (i.e., associated with different values of ),
can be set as
, where
is
at
the inverse of the empirical distribution function of
.
percentile
B. How to Update Sensor Layout
Once the condition of reallocating sensors is satisfied (i.e.,
), the next question is how to update sensor layout.
Hawkins [24] and Li et al. [16] have shown that a mean shift
will be propagated and diluted in its downstream variables, and
thus it is desirable to add a sensor onto the root cause variable that identified by the PLRT. Although this approach sounds
straightforward, there are two open questions to be addressed:
(i) Since the number of available sensors is fixed, one sensor
needs to be removed first in order to be redeployed onto the
identified variable; however, which sensor should be removed
is hard to determine. (ii) Due to the existence of minimal diagnosable class, the PLRT can only identify the class of variables
that are equally likely to be responsible for the shift. In other
words, variables within the same minimal diagnosable class will
achieve the same objective value in (9). To address these two
problems, we will first give a definition about active adding
variable and active adding set:
Definition 3: The th variable is said to be active adding if
and
. The set that consists of

(13)
It is worth mentioning that once the sensor on any leaf node
is removed, it cannot be added back. Thus, all leaf nodes are
required to have sensors deployed all the time (i.e., is re). On the other hand, since
quired to be larger than
the adaptive strategy is implemented online, the computational
for
time is critical. We can offline calculate the value of
and , where the computational complexity
is
. In this way, the computational complexity for implementing the max–min criterion online is (the
number of potential different active adding sets).
Because the PLRT can automatically identify the variable
that is most likely to be responsible for the mean shift and the
max–min criterion can maximize the noncentrality parameter,
control chart and the out-of-conboth the type II error of
trol ARL are expected to be decreased after reallocating sensors each time. In addition, since the procedure of the adaptive
strategy automatically involves fault isolation by redistributing
sensors to concentrate on monitoring the shift variables, the fault
diagnosis accuracy is expected to be boosted. Another advantage of this proposed adaptive strategy is that the in-control ARL
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TABLE I
OF EACH
FOR ALL POTENTIAL SENSOR ALLOCATION
STRATEGIES (“ ” REPRESENTS A SENSOR IS DEPLOYED ON THE VARIABLE)

VALUE

sensor allocation strategies, where a “ ” represents a sensor is
deployed on the variable. Table II illustrates how the adaptive
sensor allocation strategy evolves over time based on the
is chosen to be 1.0 for illustration,
online measurements.
which indicates sensor layout is updated after each sample. The
second to the sixth columns (i.e., the columns associated with
the headers “ ”) record the sensor measurement; the seventh
value; the twelfth
to the eleventh columns illustrate the
column shows the active adding set given by definition 3; and
the last column lists the updated sensor layout based on the
max–min criterion after each sample. In this example, the
control chart signals at the fourth sample. With sensor placement on nodes {1, 2, 4}, {2, 5} forms a minimum diagnosable
class and thus the final conclusion about the root cause variable
or
.
is either
The initial allocation strategy {1, 3, 5} is suggested by the
BASIS algorithm [7], which is the optimal solution when fixed
sensor allocation strategy is considered. However, {1, 3, 5} is
not effective to detect the mean shift that occurs at variable
or
, since the value of
or
is
relatively small compared to other allocation strategies. Thus,
this example illustrates how the adaptive strategy can be favorable to mean shift detection via timely self-adjusted sensor
redeployment.
IV. CASE STUDIES
Fig. 4. Adaptive sensor allocation strategy for single mean shift detection and
diagnosis.

will not be affected, since it only depends on the type I error
of
control chart (i.e.,
), but is independent to the value of warning sign (i.e., associated with ) and
how sensors are redeployed during online monitoring.
The initial sensor allocation strategy is not crucial since the
adaptive strategy will be updated based on online observations;
however, we can implement the BASIS algorithm [7], which can
provide the optimal solution when the fixed strategy is considered. This sensor deployment strategy can ensure a fast response
to an initial out-of-control situation. The idea of our proposed
adaptive sensor allocation strategy is summarized in Fig. 4.
C. An Illustration Example
Consider the hot forming process in Fig. 2 with initial sensor
. A series of sample points with
deployment as
are generated until
1.5 mean shifts at the first sample of
control chart
an out-of-control sample is detected by the
(i.e.,
). Table I
with
for all six (i.e.,
) potential
shows the value of each

A. Hot Forming Process
1) Simulation Setup: This study will evaluate the performance of the proposed adaptive sensor allocation strategy
(Fig. 4) based on the hot forming process (Fig. 2). There are
five variables in the hot forming process. Thus, five potential
single mean shift scenarios with different shift magnitudes
will be discussed in this study. In addition, different number
of available sensors with different combinations of values
will be implemented in the system to thoroughly compare the
performance of the adaptive and the fixed strategy. It is aware
that the fixed strategy corresponds to the case when equals to
0. The parameters selected in the case study are based on the
characteristics of the actual system.
The adaptive strategy is conducted during online monitoring
no matter when the system is in-control or out-of-control. Therefore, at the moment when a mean shift occurs, the sensor layout
is not unique in reality, but it can affect the monitoring performance. In order to address this issue, we consider the least favorable sensor layout for mean shift detection, which is called
the Worst Initial Sensor Deployment (WISD), when a mean shift
occurs. In other words, when a mean shift occurs at variable ,
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TABLE II
EVOLUTIONS OF SENSOR LAYOUT BY IMPLEMENTING THE ADAPTIVE STRATEGY WHEN 1.5 MEAN SHIFTS OCCUR AT

TABLE III
PERFORMANCE COMPARISONS BETWEEN THE ADAPTIVE AND THE FIXED STRATEGY UNDER
DIFFERENT MEAN SHIFT MAGNITUDES WHEN THE NUMBER OF AVAILABLE SENSORS IS 2

we assume that sensors are deployed right on the variables that
value based on Table I, no matter
result in the smallest
how sensor layout has evolved before the mean shift occurs. In
this way, we can get the most conservative comparisons between
the adaptive and the fixed strategy. For example, if
, sensors are deployed on nodes {1, 3, 4} when a mean shift occurs
, whereas sensors are deployed on nodes {1, 2, 5}
at variable
.
when a mean shift occurs at variable
To evaluate the monitoring capability, we will focus on two
metrics for ARL performance evaluation: (i) the maximum
out-of-control ARL to detect the same amount of mean shift
that occurs at each variable and (ii) the average out-of-control
ARL to detect the same amount of mean shift that occurs at
each variable. Both metrics have practical meanings. The first
metric is intended to show the maximum ARL needed in the
worst detection case, which can provide a benchmark value to
satisfy customer requirements (i.e., how fast an out-of-control
status can be detected if a mean shift is possible to occur at any
variable), whereas the second metric assesses the overall detection delay. On the other hand, to evaluate the fault diagnosis
capability, we give two definitions about correct diagnosis and
uniquely correct diagnosis.
Definition 4: A diagnosis result is called correct if the root
cause variable belongs to the active adding set.
Definition 5: A diagnosis result is called uniquely correct if
the root cause variable belongs to the active adding set and the
cardinality of the set is one.
Specifically, we focus on the rates of these two metrics: (i)
the rate of correct diagnosis divided by the average cardinality
of the active adding set and (ii) the rate of uniquely correct di-

agnosis. The first metric measures the overall capability of the
fault diagnosis accuracy, which is insensitive to the number of
solutions identified in the active adding set. For example, if the
random guess algorithm is implemented in the fault diagnosis
step, then the result of the first metric will always be
, no
matter how many solutions are identified in the active adding
set. In other words, the first metric evaluates on average, the
probability that a solution in the active adding set will be the root
cause variable. On the other hand, the second metric measures
the probability that the mean shift variable can be uniquely and
correctly diagnosed. The detailed simulation steps can be found
in Appendix C.
2)
Performance
Evaluations
and
Comparisons:
Tables III–V summarize the performance comparisons between
the adaptive and the fixed strategy under different combinations
of mean shift magnitudes , number of available sensors
and values. Seven metrics
,
,
,
, ,
, and
are considered for performance evaluations
(see Appendix C for details). According to the definitions of
and
are desired to be as small as
these metrics,
possible, which measure the monitoring capability, whereas
,
, , and
are desired to be as large as possible,
which measure the fault diagnosis capability. There is one
additional column called “Impv.”, which shows the percentage
of improvement (i.e., positive value) or deterioration (i.e.,
negative value) by implementing the adaptive strategy
over the fixed strategy
.
According to the results in Tables III–V, the following conclusions can be drawn:
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TABLE IV
PERFORMANCE COMPARISONS BETWEEN THE ADAPTIVE AND THE FIXED STRATEGY UNDER
DIFFERENT MEAN SHIFT MAGNITUDES WHEN THE NUMBER OF AVAILABLE SENSORS IS 3

(i) The adaptive strategy outperforms the fixed strategy in
terms of detection delay and fault diagnosis accuracy.
Generally speaking, the adaptive strategy significantly
improves the monitoring capability (which is measured
and
metrics) and the diagnosis capability
by
, ,
and
metrics)
(which is measured by
under different fault scenarios. This enhanced monitoring
capability ensures that the mean shift abnormality can be
detected in a timely manner, and thus less defective products can be produced. In addition, the enhanced diagnosis
capability ensures that less effort spent in investigating
the assignable causes, and thus production downtime and
inventory level can be reduced.
(ii) As increases from 0 to 1, the advantages of the adaptive strategy over the fixed strategy become more significant. Both monitoring and diagnosis capabilities achieve
, where sensors are reallocated after each
the best at
sample. However, the side effect is the increased number
of times of sensor redeployment. If we assume that it is
costless to change sensor layout or minimizing detection
delay is the first priority, the adaptive strategy with
is preferred. In this way, the computational time spent in
estimating the appropriate value for the warning sign can
be saved. Otherwise, the best value should be determined by considering the detection delay, the fault diagnosis accuracy and the cost of reallocating sensors in
an integrated manner. Another interesting phenomenon
increases from 0 to 1, the amount of imis that as
provement in the monitoring and diagnosis capabilities
becomes less significant. For example, in the case of
and
in Table III, the amount of reductions in
is [9.602, 1.377, 0.621, 0.406, 0.357] as increases
from 0 to 1 with equal interval of 0.2.
(iii) As becomes larger, the mean shift abnormality is easier
to be detected by the control chart, which is consistent
with our intuition. However, the diagnosis accuracy is
not guaranteed to be always increased. For example, in

Table IV, all the metrics associated with the diagnosis ca, ,
, and
are deteriorated as
pability,
increases from 2.5 to 3. There are three reasons for these
observations: (a) As the mean shift becomes significant, it
is more noticeable and can be detected even with a poorly
deployed sensor strategy. Thus, the sensor layout may not
be able to update to the one that is most favorable to fault
diagnosis when an out-of-control signal is triggered. (b)
The WISD in Tables III–V only shows the most conservative comparisons between the adaptive and the fixed
strategy. (c) The adaptive strategy with the max–min criterion is proposed primarily to minimize detection delay
instead of maximizing diagnosis accuracy, and thus it is
not guaranteed to outperform the fixed strategy in term
of diagnosis capability in any fault scenario. Due to the
aforementioned reasons, in certain cases, the metrics associated with the diagnosis capability in the “Impv.” column
can even be negative, especially when and are relatively large.
(iv) As increases, the advantages of the adaptive strategy
over the fixed strategy become less pronounced. This is
because the sensor network gets closer to the fully deployed network as the number of available sensors increases. Thus, there is less number of candidate allocation
strategies when redeploying sensors. At the extreme case
(i.e., a fully deployed sensor network), the
when
adaptive strategy is the same as the fixed strategy.
In addition, we have also studied the Random Initial Sensor
Deployment (RISD) approach, in which we will randomly distribute sensors when the mean shift just occurs in the system.
Similar results can be achieved, as shown in Tables III–V,
though the RISD approach can provide a smaller detection
delay and a better fault diagnosis accuracy. However, the
difference between the WISD and the RISD approach in terms
) is
of the number of times of sensor redeployment (i.e.,
smaller than one in almost all scenarios. Thus, the sensor layout
at the moment when a mean shift occurs in the system has
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TABLE V
PERFORMANCE COMPARISONS BETWEEN THE ADAPTIVE AND THE FIXED STRATEGY UNDER
DIFFERENT MEAN SHIFT MAGNITUDES WHEN THE NUMBER OF AVAILABLE SENSORS IS 4

TABLE VI
PERFORMANCE COMPARISONS BETWEEN THE ADAPTIVE STRATEGY AND FIXED
STRATEGY WITH 28 AVAILABLE SENSORS AND 1.5 MEAN SHIFTS

B. Cap Alignment Process

Fig. 5. BN of a cap alignment process [26].

little effect on the monitoring and diagnosis capabilities, and
the proposed method is able to timely update the sensor layout
for quick process change detection. Due to the page limits, the
detailed results are omitted here.

Since the adaptive strategy is implemented during online
monitoring, the computational time taken by the adaptive
strategy is another critical concern, which is required to be at
least less than the cycle time (i.e., the amount of time between
two consecutive products). In order to demonstrate the feasibility and effectiveness of our proposed adaptive strategy in
real time, a cap alignment process [7], [26] with 35 variables
in Fig. 5 is considered. For demonstration, in this study, we
and
when establishing the
control
choose
chart.
Experimental studies were conducted based on MATLAB
V7.9 in Windows 7 operating system with two Intel Core
i7-2820QM 2.30 GHz processors and 8 GB RAM. The average
computational time taken by the adaptive strategy is about
0.0083s at each time, which can satisfy the requirement of most
real production systems.
Table VI further summarizes the performance comparisons
between the adaptive strategy with WISD and the fixed strategy
when 1.5 mean shifts are possible to occur at any single variable.
It clearly shows that the adaptive strategy is superior to the fixed
strategy in terms of both monitoring and diagnosis capabilities.

LIU et al.: ADAPTIVE SENSOR ALLOCATION STRATEGY FOR PROCESS MONITORING AND DIAGNOSIS IN A BN

V. DISCUSSION AND CONCLUSION
Process control with only partial observations is a common
and challenging problem in most production systems. This
paper proposes a novel adaptive sensor allocation strategy,
which can enhance both monitoring and diagnosis capabilities
compared with the fixed strategy [7]. Unlike the fixed strategy,
which is conducted offline to minimize the detection delay of an
overall system, the adaptive strategy is performed during online
monitoring, which aims at reallocating sensors to concentrate
on monitoring the shift variables. To develop the adaptive
strategy, a BN model is assumed available to represent the
causal relationships among a set of variables. The experimental
results, which are demonstrated on a hot forming process and a
cap alignment process, have shown that the adaptive strategy
can significantly improve the detection delay and fault diagnosis accuracy while maintaining the same in-control ARL.
This fundamental investigation establishes a new research
question that focuses on adaptively reallocating sensors for abnormality detection during online monitoring. This study also
reveals that a tradeoff problem occurs when the cost of reallocating sensors, the monitoring capability (associated with the
cost of producing defective products), and the diagnosis capability (associated with the cost spent in investigating root
causes) of a sensor system are taken into consideration. The
optimal adaptive strategy should be the one that can minimize
the total cost. When it is costless to reallocate sensors or minimizing detection delay is the first priority, sensor layout should
be updated after each sample. In this way, the computational
time spent in estimating the appropriate value for the warning
sign can be saved.
This paper assumes that only a single mean shift may occur
at any variable and a BN model exists in a DSN. However, these
two assumptions may be invalid in some applications. Thus, our
further research will focus on proposing an efficient adaptive
strategy that enables to detect and diagnose a wide range of possible shifts with all directions in a general DSN.

APPENDIX A
This appendix shows the detailed definitions of diagnosable
and minimal diagnosable class, which have been given in [7].
In addition, Liu and Shi [7] developed a method to derive the
minimal diagnosable class given any sensor allocation set , and
we provide the proposition here again for convenience.
Definition 1: The diagnosis problem is said to be diagnosable if for any nonzero
, such that
, then
.
Definition 2: A set
forms
a minimal diagnosable class, if there exists nonzero
such that
.
Proposition 1: Given the single mean shift diagnosis case
with
faults
, the fault set
is a
minimal diagnosable class if the nonzero column vector
of the reduced row echelon form (RREF) of
can be
expressed as
for
, where
is
a column index for
and is a constant number.
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APPENDIX B
,
This appendix illustrates the details of estimating
which include the following steps: (i) Generate sufficient
samples
. (ii) Calculate the statistics
for each sample , which is denoted as
, if
. (iii) Assume
that we collect
points, where the expected value of
equals to
. (iv) Estimate the empirical distribution
function of
by using
,
where
is an indicator function.
APPENDIX C
This appendix elaborates the details of the simulation steps
when comparing the performance between the adaptive and the
fixed strategy.
1) Given the number of available sensors and the value of ,
the following substeps are performed for each single mean
shift fault scenario
.
(i) A dataset of
with
samples is generated, in which a
mean shift is introduced at the first sample of
.
(ii) Implement the WISD, where sensors are initially deployed on the variables that provide the
smallest
value based on Table I. For each
incoming sample, calculate the testing statistics
and plot it on a chi-square control chart with upper control limit
and lower control limit 0. Conduct the adaptive
sensor allocation strategy in Fig. 4. In this case
study, is chosen as 0.01.
(iii) Index of the first out-of-control sample on the control chart is recorded as
. In addition, conduct
the fault diagnosis step in Fig. 4. Set
equal to
one if the diagnosis result is correct, and set
equal to one if the diagnosis result is uniquely correct based on the definitions of 4 and 5, respectively. In addition, record the cardinality of the active adding set. Furthermore, record the number of
times that sensor locations have been changed by
implementing the adaptive strategy and denote as
.
(iv) Repeat steps (i)–(iii) for
times. The
average of
,
; the average of divided by
the average of the cardinality of the active adding
set, ; the average of
,
; and the average
of
,
, are computed and recorded.
2) Calculate the maximum out-of-control ARL,
and the average out-of-control ARL,
. Similarly, calculate the minimum
correct diagnosis rate,
; the minimum
uniquely correct diagnosis rate,
;
;
the average of correct diagnosis rate,
and the average of uniquely correct diagnosis rate,
. Furthermore, calculate the average
number of times that sensor locations have been changed
by implementing the adaptive strategy,
.
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These metrics
,
,
,
, ,
, and
will be used to thoroughly compare the performance
of the adaptive and the fixed strategy.
3) Repeat steps 1 and 2 under different combinations of
values
and values
, and present the results in
Tables III–V.
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