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Abstract— This paper presents an algorithm for identifying
carriers of amplitude-modulated electromagnetic (EM) emanations from computer systems. Computer systems create EM
emanations across the RF spectrum making it difficult, errorprone, and time-consuming to find the relatively few emanations
that expose sensitive information. One of the most common and
simplest mechanisms for information leakage occurs when the
amplitude of an existing strong signal (e.g. a processor or memory
clock) is amplitude modulated by a system activity. If the system
activity can be linked to sensitive information, this results in
information leakage. We present an algorithm for finding these
AM modulated signals, demonstrate the algorithm’s performance
on several different types of processors and systems (desktops,
laptops, and smartphones), and compare the results to an exhaustive manual search. We also verify that all signals identified by
the algorithm can be traced to plausible unintentional modulation
mechanisms to illustrate that these signals can potentially cause
information leakage. This algorithm can be an important tool for
hardware designers to quickly identify circuits that are leaking
sensitive information.

I. I NTRODUCTION
Side-channel attacks circumvent traditional access controls
and protections by exploiting the observable side-effects of
computation rather than attacking the computation’s functionality (i.e. algorithm). Computations have many observable
side effects through mediums such as power consumption [1],
[2], [3], [4], sound [5], [6], [7], and electromagnetic emanations [8], [9], [10] that can be exploited to create side-channel
attacks.
Security vulnerabilities caused by EM emanations have been
reported as early as 1966 [11], though much of the early
work was classified. Open publication of attacks exploiting
EM emanations from computer monitors [10], [12] brought
attention to the issue, and techniques such as differential power
analysis [3] have been adapted for use with EM emanations.
Researchers have used EM emanations to compromise the
security of many types of devices [8] from keyboards [13]
to smartcards [14], [15] to desktop computers [9]. Several
countermeasures for EM leakage have been proposed for
smartcards [16], [17], [18], [19], [20], [21], including the use
of asynchronous circuits [16], low-cost shielding (e.g. metal
foil) [17], transmission of jamming signals [18], and so on.
However, all these attacks and countermeasures rely on adhoc approaches that find a range of frequencies where EM
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emanations depend on secret key bits by observing program
activities in the time/frequency domain for a long time. This
approach is application specific and does not identify the
circuits or computer architecture mechanisms causing the leakage. One possible systematic approach would be to use EM
interference/compatibility (EMI/EMC [22], [23]) techniques to
find emanations sources but these methods cannot determine
which signals leak information.
To address these issues, we have proposed FASE [24], a
method for finding amplitude modulated EM emanations. The
advantage of FASE is that it finds information leakage in
general, not just in a specific application such as cryptography.
Furthermore, it allows us to find the root cause of the observed
signal (i.e. the carrier frequency), the circuit generating the carrier, and the mechanism that modulates sensitive information
onto the carrier. FASE greatly improves the detection of AM
modulated EM emanations however it is not fully automated
and still requires exhaustive visual search of the RF spectrum
for specific intentionally generated spectral patterns. This can
be very time consuming and error prone.
In this paper, we present a fully automated measurement
and analysis procedure that uses FASE to quickly and robustly
search for AM modulated EM emanations. We use our SAVAT
benchmarks [25] to generate an artificial leakage signal at a
specific “baseband” frequency and record several spectra, generating a different baseband signal in each spectrum. Viewed
together, the spectra contain a predictable pattern in the
sidebands of each AM carrier modulated by our leakage signal.
Next, we use a heuristic function to find these spectral patterns
and estimate the likelihood that an AM carrier exists at each
frequency in the spectrum. This heuristic yields many false
positives, so we must apply a neural network to remove the
false positives and report only those frequencies where an AM
carrier modulated by our leakage signal is present. To verify
the performance of our algorithm, we tested several laptops,
desktops, and smartphones and found that the algorithm finds
the spectral patterns caused by modulated carriers with an
accuracy of 91%.
The rest of this paper describes non-ideal properties of AM
signals generated by computer systems (Section II), reviews
the FASE method for finding AM carriers (Section III), details
our algorithm for finding AM carriers (Section IV), describes
our experimental setup (Section V), and presents experimental
results (Section VI) and conclusions (Section VII).

II. U NINTENTIONAL AM C ARRIERS IN C OMPUTER
S YSTEMS
Amplitude modulation (AM) is well-studied [26] and is used
in numerous communication systems. Traditional communications rely on carefully designed transmitters and thoroughly
regulated allocation of the frequency spectrum to optimize
communication. Unintentional AM signals in computer systems are generated by many possible “transmitters.” A memory
clock signal, for example, may act as a carrier. A clock signal
creates periodic currents at the clock frequency fc , and these
currents flow through power and signal wires, generating a
strong EM field. When the memory is active, more current
is drawn by the clock, and less current is drawn when the
memory is less active. If we alternate between high memory
activity and low memory activity with a frequency falt , the
amplitude of the carrier at fc is modulated creating signals at
fc ± falt .
The transmission and reception of such unintentional modulation “signals” differ from traditional communication signals
in several ways. Since unintentional signals occur at the
frequency of the unintentional carrier, they are mixed in with
all the other noise generated by the computer system (other
clocks and switching noise) and other communications signals.
Unintentional signals are subject to EMC restrictions which
impose a maximum noise power (signal power from our point
of view). Therefore unintentional signals are typically weaker,
and may be diffused across the spectrum by spread spectrum
clocking or by using clock sources with inherent variation
such as RC oscillators. Also, since the carriers are typically
generated by non-sinusoidal sources, the carrier signals may
have harmonics.
Finally, communication signals have direct and obvious control of the baseband (modulation) signal, while unintentionally
modulated signals from computer systems do not. We may
be interested in several different system activities (baseband
signals). For example, a baseband signal may be caused by
processor activity and another baseband signal may be caused
by memory activity. In some cases, multiple baseband signals
may even modulate the same carrier.
These effects complicate the detection of unintentionally
modulated signals. The presence of noise generated by the
system makes it difficult to determine which signals are
AM carriers and sidebands. Some of the unintentional AM
carriers are generated by spread spectrum clocked signals,
making them harder to recognize. Existing methods to find
AM modulation based on its spectral properties (i.e. without
knowing the baseband signals) are not designed to deal with
these issues, and are not able to identify which carriers are
modulated by a specific system activity.
III. FASE M ETHOD FOR F INDING AM C ARRIERS
The first step to finding unintentionally generated signals is
to create a simple identifiable baseband signal. These baseband
signals are generated by system activity such as the execution
of particular instructions, memory accesses, etc. While we
do not know the exact effect a particular activity will have

on a particular carrier’s baseband signal, we can create low
frequency variations in a particular activity, and then expect
that in aggregate these variations will generate a low frequency
component in the baseband signal. In [25], we have developed
test programs (benchmarks) designed to exercise a specific
type of system activity (e.g. memory accesses, arithmetic
operations, etc.), and to switch between these activities with a
specific frequency falt (i.e. a baseband frequency). In essence,
these benchmarks execute one activity (call it A) repeatedly
for time 1/2falt , then execute another activity (call it B)
repeatedly for time 1/2falt . By switching back and forth
between these two activities, a signal is created at frequency
falt . It is important to emphasize that while the effect of
a single event (i.e. execution of a single memory access or
processor instruction) on the baseband signal is unknown, as
long as there is some difference between the A and B activities,
there will be a signal generated at the frequency falt and also
at some of the harmonics of falt (2falt , 3falt , ...).
The FASE [24] uses these benchmarks to create predictable spectral patterns in the sideband of any carrier modulated by the benchmark activity. FASE works by running
one benchmark at several different alternation frequencies
falt1 , falt2 , ..., faltN such that f∆ = falti+1 −falti is constant.
The frequency spectrum for each run is recorded and we
overlay the N spectra. When there is a modulated carrier at
frequency fc there will also be a set of N peaks (one in each
spectra) spaced by f∆ starting at fc +falt1 in the carrier’s right
sideband and in the carrier’s left sideband starting at fc −falt1 .
This method addresses the issues described in Section II.
When a static interference occurs, it will occur in all N at the
same frequency. Therefore it does not respond to changes in
the benchmark’s falt frequency and can be ignored. If there is
dynamic interference (i.e. a change in the spectrum occurs in
only one of the spectra and is not caused by the benchmark’s
baseband falti component), we can ignore it, since it did not
respond to change in falt in each of the spectra. If there is
an unrelated AM signal (e.g. a radio station) or a set of peaks
that happens to look like AM signal, we know it is not an
unintentional modulation because the carrier’s sideband will
not track falti in each of the N spectra.
Finding the carrier frequency once we have found a set of
f∆ spaced peaks is not difficult. If the peak when running the
benchmark at falt1 occurs at f and the peak when running the
benchmark at faltN occurs at f + (N − 1)f∆ then the carrier
must occur at fc = f − falt1 . Similarly if the peak for falt1
is at f and the last peak occurs at f − (N − 1)f∆ then the
carrier occurs at fc = f + falt1 .
One complication is that each of the baseband signals
generated at falti has harmonics. As previously mentioned,
the baseband signal we created with period 1/falti is not
sinusoidal. Since it is formed by abruptly switching between
activities A and B, we expect it to behave more like a square
wave with 50% duty cycle, which has strong odd harmonics.
These harmonics can be used to find carriers by a similar
method. For example, if we observe a peak in each of the N
spectra so that the peaks are spaced by 3f∆ with the falt1 peak

IV. A LGORITHM FOR F INDING AM C ARRIERS
Modulated carriers can be found using the FASE method
by analyzing the spectra visually, however a fully automated
algorithm is needed to efficiently and reliably scan many
systems across wide frequency ranges. The emissions from
computer systems tend to be noisy, with dynamic changes
depending on which subsystems (power, screen, hard drives,
wifi, etc.) are active at a given moment. In addition, unrelated
transient signals from broadcasts communications or noise
sources can occur at random times and frequencies in only
a few of the N spectra. These interferences make visual
inspection more difficult.
Our algorithm automatically recognizes AM modulated carriers by detecting the spectral patterns described in Section III.
Once the N spectra are recorded, the algorithm proceeds
through four steps:
1) For all frequencies f and each tested harmonic h,
calculate a heuristic Hh (f ) based on the N spectra
whose output is highest at the frequencies that are most
likely to correspond to AM carriers.
2) Find all the peaks in Hh (f ) above a specific magnitude
threshold.
3) For each peak, create a “normalized frame” capturing
the N spectra at the frequency band that created the
peak in Hh (f ).
4) Remove false positive frames using a neural network
and report the remaining AM carrier frequencies.
The first step of the algorithm calculates the heuristic function Hh (f ). If Xi (f ) is the (log) magnitude of the spectrum
measured while running the benchmark at falti , then
Hh (f ) = mini Hi,h (f )

(1)

where
Hi,h (f ) = Xi (f + h · falti ) − meanj6=i Xj (f + h · falti ). (2)
Conceptually, the spectrum Xi (f ) is recorded for each i
while running the benchmark at baseband frequency falti .
Then Hi,h (f ) equals Xi minus the mean of the other N − 1
spectra. Hi,h (f ) will have a peak at frequencies where the
benchmark running at falti caused a change in the spectrum.
Hh is calculated for the first few positive and negative
harmonics (e.g. h = ±1, ±2, ..., ±5). Observing the spectrum
of a modulated carrier, the “positive” harmonics would occur
in the right sideband at fc + falti , fc + 2falti , ..., fc + nfalti
and the ”negative” harmonics would occur at fc − falti , fc −
2falti , ..., fc − nfalti . Therefore the frequency shift of h · falti
in the calculation of Hi,h (f ) shifts the output so that regardless
of the harmonic h, the generated peak always occurs at the
corresponding carrier frequency f = fc .
Next, the peaks in the Hh (f ) output are found. To do this,
we sort the peaks by their prominence and keep only those
with prominence greater than 1.5dB. Except for the highest
peak in a spectrum, every peak sits within a valley bounded

on the left and right by two higher peaks. We calculate the
prominence of a peak as the magnitude of the peak minus the
magnitude at the lowest point in this valley. Ideally, finding
the peaks in the heuristic function would be sufficient to find
all the modulated carriers. However, for realistic spectra not
all peaks are caused by unintentional modulation.
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Fig. 1. Easy to detect spectral pattern at fc + falti caused by an AM carrier
at fc =1.6MHz on the Samsung Galaxy S5 smartphone.

Next, we use a neural network to either verify or reclassify
all results from the heuristic function to reduce the number
of false positives. For each peak in the heuristic function, we
create a “normalized frame” that transforms the spectra so that
the neural network can analyze the same number of frequency
points regardless of the detected harmonic h. Each peak in
Hh (f ) is caused by a set of N peaks in the spectra spaced
evenly by hf∆ as shown in Figure 1. This spectral pattern
occupies a smaller or larger frequency range depending on
its respective harmonic. Also, the positive harmonics (right
sideband) have the falt1 peak on the left and the faltN peak
on the right, but the peaks are reversed in order for the negative
harmonics (left sideband). After this normalization, each frame
can be treated the same regardless of its harmonic.
Several features are then extracted from each frame. The
first two features are the magnitude at the carrier frequency
fc and the harmonic number h. Next, we find the closest and
largest peaks near the expected peak frequency fc + hfalti .
This gives us two features for each falti that measure the
prominence of the actual peak along with the displacement
of the actual peak relative to its expected frequency. Finally,
since we expect that the peaks at fc + hfalti should have
similar magnitude, we perform a linear regression on the peak
magnitudes. We use the slope and squared error from this
regression as features to better distinguish modulated signals
from random noise that may otherwise resemble modulated
signals.
These features are normalized and input into a neural network trained with a scaled conjugate gradient backpropagation (trainscg) algorithm from the MATLAB Neural
Network Toolbox. We chose this algorithm because it is a
conjugate gradient algorithm which trains well over a wide
variety of problems. We used a neural network with a topology
of one hidden layer consisting of ten neurons which was
trained ten times, stopping each training when the magnitude

of the gradient converged. Training and validation data were
collected from the Intel i7 desktop along with 500 artificially
generated frames that mimicked modulation properties. Cross
validation with ten partitions were used to create ten neural
networks using 90% of the real frames and all 500 generated
frames for training and validation, and the remaining 10%
of the real frames for testing. The neural network with the
best results was used without further training on all the other
devices.
V. E XPERIMENTAL S ETUP
We evaluated the effectiveness of the neural network by
testing it on spectra from the desktop, laptops, and smartphone
systems in Figure 2 recorded using a spectrum analyzer (Agilent MXA N9020A). The desktop and laptop measurements
used a magnetic loop antenna (AOR LA400) at a distance of 30
cm as shown in on the left of Figure 3. The generally weaker
smartphone EM emanations were recorded using a small loop
probe with 20 turns and a 4 mm radius shown on the right of
Figure 3. The smartphone probe was placed directly above the
screen over the area where the induced baseband signal had
the largest magnitude. The smartphone spectra were measured
from 0 to 10 MHz and the computer spectra were measured
from 0 to 4 MHz.
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Fig. 2.

and activities were disabled, CPU frequency scaling was
disabled, and screens were turned off.
We measured two alternation activities. The first activity alternated between a load from DRAM memory and a load from
the on-chip L1 cache, which we abbreviate as LDM/LDL1.
This alternation is useful in exposing modulated carriers
related to memory activity. The second activity alternated
between loads from the on-chip L2 and L1 caches, which
we abbreviate as LDL2/LDL1. This activity exposes carriers
modulated by on-chip activity. We tried other instruction pairs
(e.g. arithmetic, memory stores, etc.) and found that that all
known modulated carriers could be found using just these two
activities.
VI. E XPERIMENTAL R ESULTS
We tested the six devices in Figure 2, with two measurements per device (one for LDM/LDL1 and one for
LDL2/LDL1). To test the accuracy of the algorithm we began
by visually inspected all the spectra and recorded all the
detected signals. Determining whether a falti spectral pattern
for a given AM carrier is detectable is subjective due to the
noisy and crowded nature of the spectrum. For our testing, we
included only those spectral patterns where at least 3 of the 5
falti peaks were visible. By this criteria, we found 149 spectral
patterns in total by visual inspection. The heuristic functions
Hh (f ) had 360 peaks above the prominence threshold (i.e.
360 indications of possible modulation). Frames were created
for these 360 cases and tested using the neural network. The
neural network predicted whether the frames corresponded to
actual unintentional modulation with 91% accuracy.

Measured devices.

Fig. 3.

Measurement setup.

The benchmarks were run on the laptop and desktop systems as single-threaded Windows 7 32-bit user mode console
applications, and were run on the smartphones as normal
Android applications. When possible all unrelated programs

Number of Frames

80

The parameters falt1 and f∆ were chosen to ensure sufficient separation between each carrier and its sidebands, and
between the peaks generated at falt1 , falt2 , etc. Aside from
this consideration, the choice of falt1 and f∆ is arbitrary with
the caveat that while using only one choice falt1 and f∆ is
almost always sufficient to detect all carriers measuring with
multiple choices of falt1 and f∆ increases the confidence that
all carriers have been detected. We used falt1 = 43.3 kHz and
f∆ = 500 Hz. We found that five alternation frequencies (i.e.
falt1 through falt1 + 4f∆ ) were sufficient to detect almost any
carrier even in the presence of unrelated signals from other
system activity, noise, and radio broadcasts.
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Distribution of the neural network scores.

Figure 4 shows distributions of the neural network’s score
for the tested frames. In this figure, the blue distribution
contains the 140 frames which occurred at frequencies where
generated spectral patterns were caused by modulated carriers
(i.e. actual positives), and the red distribution indicates the 220
frames that occurred at frequencies where no modulation was
found via visual inspection (i.e. actual negatives). The dotted
black line indicates the neural network threshold used. The
neural network predicted all the frames to the right of this
line as positive, meaning that the actual positives to the right
of this line are true positives and the actual negatives to the
right of this line are false positives. Similarly, false negatives
and true negatives occur to the left of this line.

Many of the true positive frames resemble the example
shown in Figure 1 and were easily classified as positives.
Similarly, many of the true negatives were caused by random
variations in the spectra and were easily classified as negatives.
However, the remaining 9% of the frames were incorrectly
predicted. In some such frames, several of the falti peaks
were obscured or misshapen. For example, the frame shown in
Figure 5 was correctly predicted, but had a score near the neural network threshold. As the spectral pattern’s peaks became
further obscured and as the shapes of the peaks became less
regular, the frames were more likely to be incorrectly predicted
(i.e. false negatives). Similarly, false positives occurred where
random variations in the spectra create patterns that resemble
the spectral patterns generated by AM modulation.
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Fig. 5. Difficult to detect frame at fc −falti for an AM carrier at fc =511kHz
on the Lenovo laptop.

The unintentional AM carriers found for the desktops and
laptops were caused by voltage regulators, memory clocks,
and memory refresh commands as described in [24]. For the
smartphones, several carriers were found to be caused by
voltage regulators. The remainder of the carriers found on
the smartphones were traced to particular IC packages or
modules and were likely caused by either voltage regulators or
an unknown periodic memory activity. However, smartphones
integrate many system components into System on Chip (SoC)
modules and often use Package on Package (PoP) technology
to integrate both the processor and memory into the same
package and little information is publicly available describing
these components. More information would be needed to
definitively determine the circuits and mechanisms modulating
these carriers.
VII. C ONCLUSIONS
This paper presents an algorithm for identifying AM modulated EM emanations from computer systems. Furthermore,
we demonstrate the algorithm’s performance on several different types of processors and systems (desktops, laptops,
and smartphones) and compare the results to an exhaustive
manual search. We also verify that all signals identified by the
algorithm can be traced to plausible unintentional modulation
mechanisms to illustrate that these signals can potentially
cause information leakage. This algorithm is an important tool
for hardware designers to quickly identify circuits that are
leaking sensitive information.
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