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Abstract— Recently, we proposed a method for accurately
locating instruction-dependent magnetic field sources on printed
circuit boards (PCBs). This method first excites the device’s
processor by executing an alternating pair of two instructions at a
specific frequency. Using the measurements of the magnetic field
taken around the edges of the PCB and the simplex optimization
algorithm, locations of the sources are evaluated. In this paper, we
present extensive experimental verification of this method on two
devices, a field-programmable gate array (FPGA) development
board and an Internet of Things (IoT) device. The results
illustrate that sources of instruction-dependent emanations are
confined to a small area near the processor and that the positions
of these sources are dependent on the specific instructions being
executed.

I. I NTRODUCTION
Side-channel attacks are a serious concern for electronic
security. They circumvent traditional security techniques by
relying on other avenues of observing confidential information
[1]-[3]. Potential side-channels include power, acoustic noise,
and electromagnetic (EM) emanations. Of particular interest
are EM side-channel attacks, since they can be implemented
at a considerable distance from the target [4]. In an EM sidechannel attack, information about the processes performed
on an electronic device can be ascertained by a third party
from unintended, but data-dependent electromagnetic radiation
generated by the device.
It has been known since the 1960s that the emanations
generated by electronics pose a security risk [5]. Research
has shown that keyboards [6], monitors [7], flash drives [8],
FPGAs [9], smartcards [10], and desktop computers [4] are
vulnerable to EM side-channel attacks.
The physical sources of EM emanations can vary significantly based on the type of devices. For example, in
keyboards, the cabling and keys themselves radiate because of
abrupt changes in current caused by keystrokes [11]. On the
other hand, in monitors, emanations can originate from the
monitor’s hardware or the connections between the monitor
and computer [12]-[14]. Of particular interest in this work
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are printed circuit boards (PCB), where both the physical
components and the boards traces can emanate signals.
The ability to locate emanation sources on a PCB is useful
for several non-nefarious reasons. One of the main challenges
when monitoring a device through an EM side-channel is identifying the optimal probe position for collecting the strongest
signals without being impacted by noise and interference. This
challenge is further complicated by the fact that the locations
of the sources vary depending on the instruction executed.
Similarly, the ability to locate emanation sources is useful for
detecting hardware Trojans since changing the hardware on a
device will affect the locations of the sources and the content
of their emanations [15]. The ability to locate these sources
also makes it easier for PCB designers to simulate the radiated
emanations generated by a device [16]-[18].
Recently, we have developed a new method for efficiently
locating emanation sources [19]. This method involves taking
measurements of the magnetic field along the edges of a
device while it executes an alternating pair of instructions.
The measurements are then used by a localization algorithm
to locate the magnetic field sources. This method makes it
possible to directly relate specific sources to the instructions
being executed. Furthermore, the algorithm requires only a
small number of measurements, drastically lowering the measurement time.
In this work, the proposed localization method is tested
by identifying emanation sources on two practical devices:
a field-programmable gate array (FPGA) development board
and an Internet of Things (IoT) device. The results illustrate
that sources of instruction-dependent emanations tend to be
confined to a small area near the processor and that the
actual positions of these sources are dependent on the executed
instruction.
The rest of this paper is organized as follows. Section II describes the algorithm for localizing magnetic sources in computer systems, Section III describes the experimental setup,
Section IV presents experimental verification of localization
algorithm, and Section V concludes the paper.

A. Device Excitation
Instruction-specific side-channel emanations can be generated by exciting the device using the process originally
developed in [20]. These signals are produced by executing an
alternating pattern of two instructions. Any difference in the
current drawn when executing each instruction will result in a
periodic current being superimposed onto the current supplied
to the chips used in the instructions’ execution, similar to
Fig. 1. The alternation frequency (falt ) and duty cycle of this
signal can be tuned by increasing or decreasing the number
of times each instruction is executed before switching to the
other one. Using this process, it is simple to generate a signal
at any frequency in the kilohertz to low megahertz range. This
signal can also be observed as a modulated signal about the
processor or memory clock of the device.
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The localization method consists of three parts: the process
for exciting the device, the model of the emanation sources,
and the source localization algorithm. Each part is outlined
separately in the following three subsections.

dipole, r is the location of the observation point, and r is the
radial distance between the source and the observation point.
The sources are assumed to be located in a volume with
dimensions 2as , 2bs , and hs , as shown in Fig. 2. This volume
is referred to as the source space (ν). In our model, directly below the source space there is an infinite, perfectly conducting
(PEC) ground plane. Since any source would induce a current
on the PEC plane, an image of each source is included in the
calculations.

2b

s

v

h

II. A M ETHOD FOR E FFICIENT L OCALIZATION OF
M AGNETIC F IELD S OURCES

Fig. 2. Source space (ν) with several current-carrying loops and test points
(squares) [19].

To determine the locations of the sources, the x-, y-, zcomponents of the magnetic field are measured at points along
a rectangle whose sides are 2a and 2b. This rectangle is
positioned at an elevation h above the ground plane (Fig. 2).
The localization algorithm is then used to determine the
position and orientation of sources that produce a magnetic
field that matches the measured magnetic field at the points
along the rectangle.
Fig. 1. Example of the waveform generated by executing an alternating pair
of instructions A and B [4].

B. Source Model
Since most traces that act as emanation sources on a PCB
are electrically small, they can be approximated by quasistatic
magnetic loops. When a device executes a pair of alternating
instructions as described in the previous subsection, a periodic
variation is superimposed on to the current being supplied to
the chips used in the instructions’ executions. This alternating
current is limited to a small area around the processor by the
processor’s decoupling capacitors [21]. Since the decoupling
capacitors are typically placed as close to the chip as possible,
the periodic current will be constrained to an area of the
order of several millimeters [22]. This constraint makes the
sources much smaller than the measurement distance (usually
several centimeters) and the signal wavelength (usually several
centimeters or even meters). By representing the sources in this
manner, the magnetic field radiated from each source can be
calculated using the quasistatic formula
m · r
µ0
,
(1)
B = − ∇
4π
r3
where B is the magnetic flux density, µ0 is the magnetic
permeability of free space, m is the magnetic moment of the

C. Localization Algorithm
As described in the previous subsection, this algorithm
requires only the measurements taken around the edges of
the device to determine the locations of each emanation
source, thus greatly speeding up the measurement process.
The algorithm makes this simplification by identifying only
the locations of the strongest sources of emanations. The
algorithm is based on Nelder-Mead simplex optimization. In
the algorithm, the location, intensity, and orientation of each
predicted source are varied with the goal of producing a
magnetic flux density (a B-field) similar to the measured Bfield.
The convergence time of the simplex algorithm is dependent
on its starting point [23]. Without careful selection of the
initial simplex, the simplex algorithm can take a long time to
converge or become stuck in a less than optimal solution [24].
To avoid biasing the algorithm to a specific location, the
localization algorithm generates a set of several hundred initial
simplexes using a random number generator with uniform
distribution. The simplex algorithm is launched from each of
these initial simplexes, and is run for a limited number of
iterations. Once the algorithm finishes, the solution with the
lowest score is selected. The optimization function used to

evaluate each solution is
4π
F =
×
3N µ0
(||Bxf | − |Bxm || + ||Byf | − |Bym || + ||Bzf | − |Bzm ||). (2)
In this equation, N is the number of points, Bxm , Bym , and
Bzm are the components of the B-field measured at the edge of
the device, while Bxf , Byf , and Bzf are the components of the
B-field generated by the sources predicted by the algorithm.
The algorithm searches for the minimum of the function (2).
Since the number of sources is not known ahead of time, the
algorithm will runs several times, assuming different numbers
of sources. Once it is complete, the algorithm reports the
solution with the lowest score.
III. M EASUREMENT S ETUP
The measurement setup is shown in Fig. 3. This setup
was previously used to verify the accuracy of the localization
method in [19]. A MakeBlock XYPlotter Robot Kit v2.0 (the
large, light blue device in Fig. 3) is used for positioning the
measurement probe over the device being tested. A magnetic
field probe is attached to the plotter for taking measurements.
The magnitude of the power across the probe is measured
by a spectrum analyzer (MXA N9020A). To approximate an
isotropic receiver, measurements are taken over the area of
the device while the probe is oriented parallel to the x-axis,
y-axis, and z-axis.

multiplication, on-chip load, and on-chip store are examples of
such instructions. These instructions are referred to as ADD,
SUB, DIV, MUL, LDL1, and STL1, respectively. The IoT,
however, does not have a DIV instruction. For consistency, the
same operands and registers are used for all the instructions.
The off-chip instructions used in the experiments are offchip load and off-chip store (LDM and STM). To ensure
that the off-chip instructions require the processor to interact
with the external memory, the addresses used for the LDM
and STM are specified to be on the external memory. For
consistency, the same addresses are used for all off-chip
instructions.
IV. E XPERIMENTAL R ESULTS
Presented in the following subsections are the sources
determined for several instruction pairs on both the FPGA
and the IoT boards.
A. Baseband FPGA measurements
The localization results for the FPGA board when it executes DIV/SUB, MUL/SUB, LDM/LDL1, STM/STS1, and
STM/ADD are presented in this subsection. The alternation
frequency for all measurements is 156 kHz. DIV/SUB and
MUL/SUB use only on-chip instructions, while the rest use
one off-chip and one on-chip instruction.
DIV/SUB
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Fig. 4. (left) Total measured magnetic field for DIV/SUB with locations of
the sources; (right) locations of the sources for DIV/SUB on the FPGA board.

Fig. 3.

The measurement setup [19].

A. Tested Devices
Measurements are taken over two devices: a Cyclone II
FPGA development board from Altera and an A13OLinuXino-MICRO IoT board from Olimex. The FPGA board
implements a Nios-II soft processor, while the IoT board
has an ARM A13 Cortex A8 processor. These devices are
convenient for testing and are representative of a wide variety
of embedded and Internet-of-Things computer systems.
The instructions used in this work can be separated into
two categories: on-chip and off-chip instructions. On-chip
instructions are those executed exclusively on the processor
chip, without interacting with other chips such as system
memory. In the experiments, addition, subtraction, division,

The first measurements processed are for the magnetic field
generated by DIV/SUB. The total measured magnetic field
is shown in Fig. 4 (left), and the physical locations of the
sources on the FPGA board are shown in Fig. 4 (right). The
locations of the sources are represented by the dark blue
markers, while the white lines represent the orientations of the
dipole moments. The light blue squares indicate the number
and positions of the measurement points used by the algorithm.
Before discussing the sources themselves, it should be noted
that the magnetic field in Fig. 4 is the strongest around
the FPGA. This result demonstrates that the periodic current
produced from the alternating pairs of instructions is limited
to the area around the chip or chips executing the instructions.
Similar results can be observed in the measurements taken for
the other instruction pairs.
As Fig. 4 demonstrates, the algorithm identified two sources
for DIV/SUB. Both sources are located near the decoupling
capacitors for the FPGA. These sources are likely caused by

STM/STL1

variations in the current drawn by the FPGA as it alternates
between executing DIV and SUB.
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Fig. 7. (left) Measured magnetic field for STM/STS1 with locations of the
sources; (right) locations of the sources for STM/STS1 on the FPGA board.
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Fig. 5. (left) Measured magnetic field for MUL/SUB with the location of
the source; (right) location of the source for MUL/SUB on the FPGA board.
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Next, the measurements taken when the FPGA executes
MUL/SUB are processed. As shown in Fig 5 (left), the algorithm identified one dominant source. This result contrasts with
the two sources found for DIV/SUB, but it is not unexpected
given that DIV has a much higher power consumption than
ADD, SUB, and MUL [4]. Fig 5 (right) shows that the physical
location of the source found for MUL/SUB is near one of the
decoupling capacitors for the FPGA.
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Fig. 8. (left) Measured magnetic field for STM/ADD with location of the
source; (right) location of the source for STM/ADD on the FPGA board.
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edge of the FPGA.
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B. Modulated FPGA Results
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Fig. 6. (left) Measured magnetic field for LDM/LDL1 with locations of the
sources; (right) locations of the sources for LDM/LDL1 on the FPGA board.

As presented in Fig 6 (left), the algorithm identified three
dominant sources when the FPGA executes LDM/LDL1.
Fig 6 (right), demonstrates that two of these sources are
located in-between the FPGA and the SDRAM, while the third
source is located on the far right side of the SDRAM. The first
two sources are likely due to the FPGA, while the third is
likely due to the SDRAM. The current through the capacitor’s
leads likely radiate because the SDRAM is being used during
the execution of the LDM instruction, but not the LDL1.
Next, the measurements for STM/STS1 are processed. As
shown in Fig 7, the algorithm identified two sources, one
source located at the left edge of the FPGA and the other
source located in-between the SDRAM and the FPGA. Like
with LDM/LDL1, the leftmost source is likely related to the
SDRAM, while the other source is likely related to the FPGA.
Lastly, the sources identified when the FPGA executes
STM/ADD are presented in Fig. 8. From the measurements,
the algorithm identified one source. Similarly to the other offchip instructions, this source is located in-between the FPGA

In this subsection, the sources found for the modulated
FPGA emanations are presented. To generate the modulated
emanations, the FPGA is again programmed to execute different alternating pairs of instructions. However, instead of
measuring the emanations at the alternation frequency, measurements are taken near the frequency of the clock for the
FPGA. Since the clock signal is modulated, there are upper
and lower side-bands at a distance of +falt and −falt away
from the clock frequency. For all the following measurements,
the processor clock operates at 50 MHz, and +falt is 20 kHz.
For the following results, the algorithm does not use measurements taken along the outer edge of the board. Instead,
the algorithm uses measurement points along a smaller 10 cm
by 10 cm square contained within the area of the FPGA. This
change was necessary because the magnetic field along the
edges is too low to distinguish from noise.
The first instruction pair processed is, again, DIV/SUB. The
measured magnetic field and source locations are shown in
Fig. 9. Using the measurements, the algorithm identified two
sources at the decoupling capacitors along the top left corner
of the FPGA.
The next pair of instructions processed is MUL/SUB. The
magnetic field and source locations are presented in Fig. 10.
Similarly to DIV/SUB, the algorithm identified two sources
at the decoupling capacitors along the top right corner of the
FPGA.

Fig. 9. (left) Measured magnetic field for DIV/SUB with locations of the
sources; (right) locations of the sources for DIV/SUB on the FPGA board.

Fig. 11. (left) Measured magnetic field for DIV/STM with locations of the
sources; (right) locations of the sources for DIV/STM on the FPGA board.
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Fig. 12. (left) Measured magnetic field for LDM/ADD with locations of the
sources; (right) locations of the sources for LDM/ADD on the IoT board.

Fig. 10. (left) Measured magnetic field for MUL/SUB with locations of the
sources; (right) locations of the sources for MUL/SUB on the FPGA board.

Lastly, measurements taken for DIV/STM are processed.
The magnetic field and source locations are shown in Fig. 11.
As the figures demonstrate, the algorithm identified two
sources. One is near the left edge of the SDRAM, and the
other is in-between the FPGA and the SDRAM.
C. Baseband and Modulated IoT Results
In this subsection, the localization results when the IoT
board executes LDM/ADD and STM/SUB are presented.
The baseband and the modulated signals are measured for
both pairs of instructions. The alternation frequency for the
baseband measurements is again 156 kHz. The alternation
frequency for the modulated measurements is 20 kHz, while
the clock frequency is 1.008 GHz.
First, the baseband measurements for LDM/ADD are processed. The total magnetic field and the sources for the
instruction pair are shown in Fig. 12 (left), while the locations
of these sources on the board are shown in Fig. 12 (right).
As the figures demonstrate, LDM/ADD has two sources. The
first source is located near the left of the processor, close to
its decoupling capacitors. Similar to the sources found on the
FPGA, this source is likely caused by the variation in the
amount of power drawn by the processor as it executes the
alternating pair of instructions. On the other hand, the second
source is much further away from the processor. It is located
close to the bottom left corner of the board, near the power
supply circuitry.
Next, the baseband measurements for STM/ADD are processed. The total magnetic field and the sources for the instruction pair are presented in Fig. 13 (left), while the locations of

these sources on the IoT are presented in Fig. 13 (right). As the
figures demonstrate, STM/ADD has two sources located near
the sources found for LDM/ADD. The first source is located
near the bottom left of the of the processor, near a different set
of decoupling capacitors. The second source is again located
close to the power supply circuitry.
Next, the modulated measurements for LDM/ADD are
processed. Fig. 14 shows the total magnetic field and source
locations determined for the instruction pair. The figures
demonstrate that the LDM/ADD has two sources. The first
source is near the decoupling capacitors in-between the processor and the RAM. This sources is likely the result of the
RAM being used in the execution of LDM. The second source
is located near the power supply circuitry.
Lastly, the modulated measurements for the STM/ADD
are processed. The total magnetic field and source locations
determined for the instruction pair are shown in Fig. 15. The
first source is near the decoupling capacitors in the bottom left
corner of the processor. The second source is again located
near the power supply circuitry. The localization results of
the baseband and modulated measurements of both instruction
pairs are similar. In both cases one source is always located
near the power supply and the always other is always near the
processor.
V. C ONCLUSIONS
In this work, a specially developed localization method was
used to identify sources of data-dependent EM emanations on
an FPGA development board and an IoT board. The results
demonstrate that most sources of EM emanations are located
near the processor and other components used to execute
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Fig. 13. (left) Measured magnetic field for STM/ADD with locations of the
sources; (right) locations of the sources for STM/ADD on the IoT board.

Fig. 15. (left) Measured magnetic field for the STM/ADD with locations of
the sources; (right) locations of the sources for LDM/ADD on the IoT board.
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Fig. 14. (left) Measured magnetic field for the LDM/ADD with locations of
the sources; (right) locations of the sources for LDM/ADD on the IoT board.

the specific instructions. Identifying the locations is useful
for monitoring the device, locating hardware Trojans, and
simulating the emissions radiated from the device. While this
method was used only on two devices in this work, it can
be used to identify emanation sources on a number of similar
devices.
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