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Abstract—This work models metropolitan-scale photonic quantum networks that use time bin encoding for quantum key
distribution and quantum state teleportation. We develop and
validate theoretical models by comparing them with prior experimental results. We use our newly developed simulator of
quantum network communication, called SeQUeNCe, to perform simulations at the individual photon level with picosecond
resolution. The simulator integrates accurate models of optical
components including light sources, interferometers, detectors,
beam splitters, and telecommunication fiber, allowing studies
of their complex interactions. Optical quantum networks have
been generating significant interest because of their ability to
provide secure communication, enable new functionality such as
clock synchronization with unprecedented accuracy, and reduce
the communication complexity of certain distributed computing
problems. In the past few years experimental demonstrations
moved from table-top experiments to metropolitan-scale deployments and long-distance repeater network prototypes. As the
number of optical components in these experiments increases,
simulation tools such as SeQUeNCe will simplify experiment
planning and accelerate designs of new network protocols. The
modular design of our tool will also allow modeling future
technologies such as network nodes with quantum memories and
quantum transducers as they become available.

I. I NTRODUCTION
Quantum communication networks promise to revolutionize
our lives by enabling new applications. Although the best
known applications are in security [1]–[4], quantum networks
will also allow fundamental advances in fields such as distributed computing, sensing, and metrology. For example,
quantum communication allows solving some distributed computational tasks with exponential reduction in communication
complexity [5] where the use of classical communication
would require transmission of an exponentially larger number
of bits to solve the same problem. Quantum networks can
be also used to synchronize clocks with unprecedented accuracy [6], and connect quantum sensors to detect earthquakes
or locate natural resources more efficiently [7].
The urgency to build quantum networks has been fueled by
recent advances in manufacturing quantum computer prototypes with increasing number of qubits [8]–[10]. Once built,
quantum computers can use Shor’s factoring algorithm [11] to
break all major cryptosystems used for public key encryption,
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digital signatures, and key establishment. This problem is
recognized by governments worldwide; NSA recently announced [12] its intent to discontinue the use of RSA, DH
and DSA protocols for classified information. The possible
solutions are to either develop new quantum-resistant publickey cryptographic algorithms [13] or use quantum networks
for quantum key distribution (QKD) [1], [14] in conjunction
with private-key cryptography.
Recent breakthroughs in quantum photonics enable experimental realizations of long-distance quantum communication
networks. Development of superconducting nanowire singlephoton detectors (SNSPDs) [15] that use new materials and
packaging improved detection efficiency above 90% and reduced dark counts below 100 counts per second [16]. Other
recent advances include, for example, fast counting electronics
that allows transfer of single photon triggered electrical pulses
at rates in excess of 100 MHz [17], [18].
Several experimental efforts that aim to build long-distance
photonic quantum networks with increasing complexity are
underway. These include a 30-mile optical fiber link connecting Argonne and Fermilab to test long-distance communication [19]; FQNET, an onsite teleportation and entanglement
experiment at Fermilab [20]; a 2,000-kilometer-long fiberoptic link between Beijing and Shanghai [21]; and projects in
the Netherlands [22], the United Kingdom [23], and South Korea [24]. As the size of these experimental networks increases
and new technologies are developed, there is an increased
need to model the behavior and interactions of these complex
systems, and to predict experiment results before they are
realized.
Our work builds a Simulator of QUantum Network Communication (SeQUeNCe) that models quantum hardware and
network protocols and simulates transmission of individual
photon pulses and control messages with picosecond accuracy. SeQUeNCe can be used to quantify network scalability
and performance, perform hardware and software parameter
tuning, and aid with experiment planning and design. Our
simulator supports both polarization encoding and time bin
encoding [25] of quantum information. We focus primarily on
time bin encoding due to its robustness against decoherence,
making it ideally suited for long-distance quantum communication.
We simulate QKD and teleportation networks and compare
our results with experiments. Our simulation of raw key bit

error rate, key throughput, and latency matches the results
reported in an experiment that constructed a QKD network in
laboratory conditions with varying fiber length of up to 120
km [26]. We also faithfully model a real-world deployment of
a metropolitan quantum teleportation network [27].
This work makes the following contributions:
•

•

•
•
•

we build and demonstrate the use of a quantum network
simulator that tracks individual photons with picosecond
resolution;
we provide accurate models of optical components such
as light sources, interferometers, detectors, and beam
splitters;
we develop suitable simulation models for time bin
encoded quantum information;
we implement the BB84 [1], Cascade [28], and quantum
teleportation [29] protocols;
and we compare our simulation results against experimental realizations of QKD [26] and teleportation [27].

In the past, simulations were used to perform numeric
studies of quantum network algorithms and protocols in
isolation [30]–[34] or focused on quantum network applications [35]. Two recently developed simulators, NetSquid [36]
and our SeQUeNCe, allow comprehensive modeling of quantum hardware, quantum network protocols, and studies of
their interaction. The modular design of the simulators allows
adding models of new hardware and software as they become
available.
Section II provides background on quantum communication,
QKD and quantum teleportation. Readers familiar with these
concepts can proceed directly to Section III, which describes
the optical components we model and their parameters. Simulation setup and results of QKD are described in Section IV,
and the setup and results for quantum state teleportation are
in Section V. Section VI summarizes our work and outlines
future directions.
II. BACKGROUND : Q UANTUM C OMMUNICATION
The development of quantum physics has opened up new
opportunities in many well-established fields such as communication, cryptography, and metrology. Quantum entanglement, a quantum state of two or more objects that are
correlated in such a way that they cannot be described by
factorizable individual states, is the foundation for many new
applications in these fields. Superposition of quantum states
can be experimentally realized by entangling various physical
properties of a quantum object, such as an atom, an ion,
or a photon. Among all the physical systems suitable for
implementing quantum information processing, the photon
is an unbeatable choice for long-distance transmission of
quantum information because of its limited interaction with
the environment and other photons. To date, photonic entanglement has been demonstrated in many degrees of freedom, such
as polarization, momentum, frequency, and time-bin encoding.
It has been extensively used for testing the validity of quantum
mechanics, superdense encoding of classical information [37],

[38], and the security limits of today’s quantum key distribution (QKD) technology [38]–[40].
QKD [1] and quantum state teleportation [29] are the
two best known applications for quantum communication
networks. QKD is used to create a secret shared key for secure
communication with an insecure classic channel. Quantum
teleportation allows quantum information, which cannot be
extracted to classic bits, to be transferred from one quantum
particle to another particle.
A. Quantum Key Distribution
QKD is a technique for secure distribution of keys to be
used for encrypting and decrypting messages that allows the
two communicating parties to detect the presence of any
eavesdropper. This is an important and unique property that
results from a fundamental aspect of quantum mechanics: the
process of measuring a quantum system in general disturbs the
system. Any third party trying to eavesdrop on the key must in
some way measure it, thus introducing detectable anomalies.
By using quantum superpositions or quantum entanglement
and transmitting information in quantum states, a communication system can be implemented that detects eavesdropping.
If the level of eavesdropping is below a certain threshold,
a key can be produced that is guaranteed to be secure;
otherwise, no secure key is possible and communication is
aborted. The security of QKD is guaranteed by the laws of
quantum mechanics, in contrast to traditional key distribution
protocols that rely on the assumption that certain problems are
computationally difficult.
The most well-known QKD technique was proposed by
Charles H. Bennett and Gilles Brassard in 1984, describing
a protocol that would come to be known as BB84 [1]. The
sender (Alice) and the receiver (Bob) are connected by a
quantum communication channel which allows quantum states
to be transmitted. In addition, they communicate via a public
classical channel. The security of the protocol comes from
encoding the information in non-orthogonal states or conjugate
states. Any two pairs of conjugate states, and the two states
within a pair orthogonal to each other, can be used for BB84
protocol. Quantum mechanics ensures that these states cannot
in general be measured without disturbing the measurement
result on the other conjugate states.
In BB84, Alice first prepares her photon randomly in one
of the two orthogonal quantum states in either basis to denote
a bit 0 or 1. Then she randomly selects one of her two
conjugate basis to send the photon to Bob. Bob randomly
decides on which one of the conjugate basis he measures the
photon from Alice, and he records the measurement result.
After Alice and Bob repeat the above procedure for all the
bits they communicate, they announce over the public channel
their choices of basis for sending and measuring the bit. Alice
and Bob both discard bits where they did not use the same
basis, which is half on average, leaving the other half as sifted
keys.
To check for the presence of an adversary (Eve) eavesdropping on the communication, Alice and Bob compare a certain

subset of their remaining bit strings. If Eve has gained any
information about the photons’ polarization, this introduces errors in Bob’s measurements. If more than a certain percentage
of bits differ, they abort the key and try again. The percentage
of error is chosen so that if the number of bits known to Eve
is less than this value, privacy amplification [41] can be used
to reduce Eve’s knowledge of the key to an arbitrarily small
amount.
B. Quantum State Teleportation
Utilizing quantum entanglement shared between two physically separate parties, an arbitrary quantum state or a qubit
can be faithfully transferred from one party to the other. This
process is known as quantum state teleportation [29], and is
depicted in Figure 1. Specifically, one physical implementation
involves the generation of polarization or time-bin photonic
entanglement (which is most suitable for fiber-based communication) using spontaneous parametric down-conversion
in a nonlinear crystal. One qubit of the entangled state then
undergoes a joint measurement with a single photonic qubit
encoded into a weak coherent state, resulting in the destruction
of the single qubit and its recreation in place of the remaining,
formerly entangled, qubit. By sending the entangled state
over a fiber or free-space optical link, teleportation of a
qubit can be achieved even though no quantum information
is physically transmitted through the channel. The fidelity of
the teleportation protocol, measured by comparing the final
teleported qubit with the original one, will depend on the
quality of the entanglement and any error induced during
the joint measurement. To date, quantum teleportation has
been successfully demonstrated in experiments in laboratory
settings as well as in real-world fiber-optic [27] and freespace satellite links [42]. The distance of teleportation has
also reached up to 143 km using free-space telescopes [43].
Quantum teleportation still remains a key component of complex quantum networking protocols, including entanglement
swapping and quantum repeaters.
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Fig. 1: Teleportation of quantum state |Ψi
III. M ODELING P HOTONIC Q UANTUM N ETWORKS
Here we describe how our simulator models the behavior
of optical components, and tracks transmission of individual
photons and the associated quantum states. Our tool allows
the user to configure the parameters of each simulation to
closely model the behavior of experimental setups, and the
modular design allows easy implementation and testing of new
hardware and software components.

A. Modeling Optical Components
Time-bin-based QKD and quantum state teleportation uses
attenuated laser pulses at telecom wavelengths; optical fiber for
quantum and classical communication; single-photon detectors
capable of accurately recording photon arrival times; and a
variety of optical components that allow creation of entangled
photon pairs, photon splitting, and interference. SeQUeNCe
models these optical components as follows.
Light source is a pulsed laser that generates attenuated
pulses at telecom wavelengths with frequency f . The light
source can generate photons in an arbitrary quantum state, and
the number of emitted photons in each pulse follows a Poisson
distribution with mean photon number µ. The time-bin [25]
qubit state is represented by |ψi = α|ei + βeiφ |li, where |ei
and |li denote early and late temporal modes, respectively;
φ is a phase-factor; and α and β are real numbers. When a
photon with quantum state |ψi = α|ei + βeiφ |li is measured,
it is found in the early time-bin with probability |α|2 or the
late time-bin with probability |βeiφ |2 . Thus, α and β satisfy
α2 + β 2 = 1.
Spontaneous parametric down-conversion (SPDC) is a
photon pair source that converts high-energy photons into pairs
of entangled, lower energy photons. In a commonly used apparatus, a strong pump beam with frequency fSP DC is directed
at a nonlinear optical crystal. Most of the photons continue
through the crystal, but some undergo a down-conversion,
producing entangled photons. The number of entangled pairs
per pulse follows a Poisson distribution with mean µSP DC .
The time-bin entangled photons are generated in the Bell state
|Φ+ i = √12 (|ei|ei + |li|li)
Quantum channel (QC) is an optical fiber used to transmit
photons encoding quantum states. We model the propagation
time of the photons in the channel as cL∗ , where L denotes the
length of fiber and c∗ denotes the speed of light in the fiber.
L·αo
The loss rate of a quantum channel is 10− 10 , where αo is
the attenuation measured in dB/km.
Classical channel (CC) is an optical fiber used for classical
communication. In a typical setup separate optical fiber is used
for the quantum and classical channels. We use the same propagation delay model for the quantum and classical channel.
For simplicity, we assume no loss and perfect reliability of
the classical channel. Constant delay is added to the classical
communication to model transmission delay, queuing delay,
and processing delay.
Single-Photon Detector (SPD) is able to detect individual
photons and specify their arrival times. An SPD generates an
electrical signal upon absorption of each photon. The detector
efficiency η is the probability that a photon is successfully
detected each time it hits the detector. After absorption of each
photon, the detector must cool down for a constant time before
it can detect the subsequent photon. This “dead time” is the
inverse of the count rate. Another property of the SPD is the
“dark count” rate, giving the average number of false positive
detections per second caused by stray photons and electrical
noise. We model dark count events as a Poisson process.

Beam splitter (BS) splits an incident beam of photons
to one of two paths. A polarizing beam splitter separates
the photons based on polarization, whereas a non-polarizing
beam splitter either transmits or reflects the photons with a
given probability. In our simulation, we use a transmission
probability of 50% for non-polarizing beam splitters (denoted
as a 50/50 beam splitter). After passing the 50/50 beam splitter,
the quantum states of the photons remain unchanged.
Mach-Zehnder interferometer (MZI) is used to measure
relative phase between states in superposition. An MZI consists of a 50/50 BS and a coupler (itself a 50/50 BS), as
shown in Figure 2. There are two paths of different lengths
between the BS and the coupler. The path length difference
can be adjusted to change the delay difference of the two
paths. The additional delay on the longer path must be equal to
the separation of the time-bins and longer than the coherence
length of the photon to achieve a time-bin measurement. This
delay ensures that the two time-bins arrive at the same time
at the coupler, resulting in measurable interference. A phase
modulator is also placed on the longer path (not shown in the
figure). By changing the phase modulator, the photon quantum
√
} or Ystate can be measured in the X-basis {|±i = |ei±|li
2

√
}.
basis {| ± ii = |ei±i|li
2
Bell state measurement (BSM) measures the quantum
state of two photons. A BSM of time-bin states consists of
a 50/50 BS and two SPDs. A complete BSM projects the
quantum state of any two-photon state deterministically and
unambiguously onto one of the four maximally entangled Bell
states. However, building a complete BSM using linear optics
is impossible without auxiliary photons [44]. Our BSM design
can distinguish only two Bell states:
+

|Ψ i =
|Ψ− i =

1
√ (|ei|li + |li|ei)
2
1
√ (|ei|li − |li|ei)
2

this is done through the use of a 50/50 BS to ensure the
incident photons are indistinguishable followed by two SPDs
to measure and distinguish the two Bell states, as described
in [44].
B. Optical Component Interactions
When using BB84 for QKD with time-bin-encoded qubits,
SeQUeNCe encodes a bit value 0 (1) into the quantum state
|ei (|li) in the Z-basis, while the same bit value 0 (1) will
be encoded into the quantum state |+i (|−i) in the X-basis.
A photon may be measured in either the Z- or X-basis. The
Z-basis measurement uses a single detector and early or late
detection time is used to distinguish between the |ei and |li
states. The X-basis measurement of the photon is performed
by two detectors after an MZI and the states |+i and |−i
are distinguished by which detector is triggered during the
late time-bin. Tables I and II show the probability of arrival
time for the Z- and X-basis measurement, respectively, for
four different quantum states |+i, |−i, |ei, and |li. Note that

there is only a 25% detection efficiency for the |+i and |−i
states when measured in the X-basis, compared with the 100%
efficiency of |ei and |li state detection in the Z-basis.
TABLE I: Quantum state measured by Z-basis arrival time
probability. Bold entries denote measurement events used to
distinguish |ei and |li states.
Input State
|+i
|−i
|ei
|li

Detector
#1
#1
#1
#1

Early
50%
50%
100%
0%

Late
50%
50%
0%
100%

TABLE II: Quantum state measured by X-basis arrival time
probability. Bold entries denote measurement events used to
distinguish |+i and |−i states.
Input State
|+i
|−i
|ei
|li

Detector
#0
#1
#0
#1
#0
#1
#0
#1

Early
12.5%
12.5%
12.5%
12.5%
25%
25%
0%
0%

Late
25%
0%
0%
25%
25%
25%
25%
25%

Late late
12.5%
12.5%
12.5%
12.5%
0%
0%
25%
25%

IV. Q UANTUM K EY D ISTRIBUTION
This section describes the setup and results for our QKD
simulation.
A. Physical Connectivity and Protocol Implementation
Figure 2 shows the simulated experimental setup of QKD
where Alice and Bob generate a shared random key using
the BB84 and Cascade protocols. All components in our
simulation share a global clock, which eliminates the need
to simulate time synchronization components.
Alice uses a light source to generate photons in an arbitrary
quantum state and then sends them to Bob over a quantum
channel. Bob uses an optical switch to send each photon to
either an SPD or MZI. If a photon is sent directly to the SPD,
it is measured in the Z-basis. If the photon is sent through
the MZI it is measured in the X-basis by the two SPDs. The
classical communication of the BB84 protocol between Alice
and Bob occurs on the classical channel.
SeQUeNCe implements and simulates the BB84, Cascade
and privacy amplification protocols that are used in succession
to generate the raw key, ensure key consistency, and maintain
key privacy, respectively.
The QKD protocol stack is simulated by performing the
following steps:
1) Alice prepares a random stream of bits, chooses either
the Z- or X-basis for each bit at random, encodes the
bit in the chosen basis, and transmits it to Bob.
2) Bob randomly chooses either the Z or X measurement
basis for each received photon and measures the encoded
state.

Bob
Classical Channel

Cascade
BB84
Hardware
SPD

SPD

Global
clock

SPD

MZI
Coupler

Light
source

MZI
Quantum Channel
(Optical Fiber)

50/50 BS

Switch

Fig. 2: QKD setup. Alice and Bob create a shared secret
key: the quantum channel is used to transmit time-bin-encoded
photons; the switch determines whether the photons are measured in the X- or Z-basis; BB84 and Cascade protocols are
implemented in Alice and Bob.

3) Bob periodically sends his measurement basis list to
Alice who determine which bases match; bits with
matching encoding and measurement bases are used by
Alice and Bob as the raw key.
4) The raw key is passed to the Cascade protocol that
corrects any errors that could have occurred during
transmission or measurement. Checksums sent on the
public classical channel are used to correct the errors.
5) Privacy amplification protocol is used to ensure that
the eavesdropper cannot use any information learned by
intercepting messages on the public classical channel in
the previous step.
Both the encoding and detection processes follow the interaction models described in Section III-B.
B. Experimental Setup and Results
We simulated two experiments described in [26] that quantify the quantum bit error ratio (QBER) and throughput of
QKD protocols. The experimental setup in [26] matches the
one shown in Figure 2. We selected the parameters of our
simulation to match the parameters of the optical components
in the experiment. The frequency of the light source is 2 MHz
and the mean photon number is µ = 0.1. Photons are transmitted on an optical fiber with attenuation αo = 0.2 dB/km. Bob’s
overall detection efficiency as defined in [26] is ηBob = 0.045.
To achieve the same detection efficiency, we adjusted the
efficiency of our detectors in Bob denoted by η. For our
BB84 implementation, if a photon is measured in the Zbasis (with probability PZ = 50%), the detection efficiency
is η. If a photon is measured in the X-basis (with probability
PX = 50%) there is only a 25% probability of getting
a distinguishable result (see Table II). Thus the expected
detection efficiency is given by
ηBob = PZ · η + PX · 0.25 · η = 0.625η.

(1)

To achieve the overall efficiency ηBob = 0.045 we set the
efficiency of our detectors at Bob to η = 0.072. Another
parameter reported in [26] is the probability of an error count
per clock cycle (Pe ). This error in the experiment comes from
the dark count of the detector and stray light from the intense

clock laser that is not fully blocked by a filter. We mimic
these processes by adjusting the dark count of our detectors
to an appropriate value. Using the values Pe = 8.5 × 10−7
from [26] and our 2 ns measurement clock cycle, we obtain
a dark count = clockPecycle = 425 counts per second. Since the
count rate and time resolution of detectors are not specified
in [26], we set the count rate to 1 × 107 /s and time resolution
to 10 ps, which are typical parameters used in state-of-the-art
detectors.
In our simulation, we measured the QBER of BB84 as a
function of the fiber length L varying from 1 km to 120 km in
10 km increments. For each fiber length, we generate ten 256bit keys to measure the QBER. Figure 3 depicts the theoretical
QBER (solid line) and measured QBER (blue squares). The
theoretical QBER can be written as follows [26]:
QBER =

0.5 · Pe
.
0.5 × µ10−αo L/10 ηBob + Pe

(2)

We observe that the simulated values match the theoretical
prediction. In [26], the modulation error from the phase
modulator introduced a constant error rate, around 3.3%. After
adding an additional 3.3% error, our simulator produces results
(red diamond) similar to those measured in [26]. When the
fiber length increases from 100 km to 120 km, the measured
QBER in [26] exceeds the expected error rate. These unknown
errors do not manifest themselves in our simulation.
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Fig. 3: QBER of the BB84 protocol
We also simulated the raw bit rate and key formation rate
(see Figure 4). The raw bit rate is the throughput of the BB84
protocol that generates a shared key with some errors. The key
formation rate is the throughput of the Cascade protocol with
privacy amplification, which corrects error bits and hashes the
raw key to a shorter key. We chose 10240 bits as the size
of the frame in Cascade. After error correction, one frame
was hashed to a frame of 10240 − t − s bits, where t is
the number of disclosed bits and s = 5000 is a security
parameter. Similar to [26], the throughput of both protocols
decreases exponentially with increasing fiber length. The gap
between the throughput of BB84 and Cascade comes from the
security parameter and disclosed bits that increase as QBER
increases. In [26], the key formation rate has a large drop
when the fiber length increases from 100 km to 120 km.
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Fig. 5: Latency of the Cascade protocol with different frequencies of the light source
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This drop is not shown in our simulation results. Since the
authors did not explain the reason for this drop, we conjecture
that their privacy amplification protocol increases the security
parameter as QBER increases, whereas our implementation
uses a constant value.
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Fig. 4: Throughput of the BB84 (raw bit rate) and Cascade
protocol with privacy amplification (key formation rate)
When we measure the throughput of Cascade, we observe
that it decreases exponentially with increasing distance. For a
1 km fiber, the latency of Cascade is 2.4 seconds. However,
when the fiber length increases to 120 km, the latency of
Cascade increases to 524.9 seconds. The latency is large due
to the need to construct an entire frame before Cascade can
remove any errors. The frame size of Cascade is 10,240 bits,
much longer than the 256 bits needed to produce a single key.
The latency needed to perform the error correction procedures
is negligible compared to the frame construction time. The
error correction time is only 1.5 seconds for the maximum
simulated fiber length of 120 km.
To determine if the latency of Cascade can be decreased,
we simulate the use of a light source with higher frequencies
f . The results are shown in Figure 5. We observe that higher
light source frequencies reduce the latency of Cascade. For
an 80 MHz light source over a 120 km fiber, the latency of
Cascade is only 14.6 seconds, and the frame construction and
error correction contribute 13.1 and 1.5 seconds, respectively.
We conclude that a high-frequency light source can decrease
the frame construction time.
The QBER and throughput simulations demonstrate the
functionality and accuracy of SeQUeNCe. The reconfigurability of SeQUeNCe enables us to quickly perform a number
of simulations with different parameters for each optical
component and gain insight which changes have the most
impact on the overall network performance.
V. Q UANTUM S TATE T ELEPORTATION
A. Physical Connectivity and Protocol Implementation
Figure 6 shows the simulated experimental setup of quantum
state teleportation. Our simulation includes three nodes: Alice,
Bob, and Charlie, with quantum channel and classical channel
between Alice-Charlie and Charlie-Bob. In the teleportation
protocol, Alice creates a target photon with an arbitrary

quantum state |ψt i and sends it to Charlie on the quantum
channel. Bob creates a pair of entangled photons using the
SPDC source. One of the photons is kept by Bob (idle photon),
and the other photon is sent to Charlie (signal photon) using
a quantum channel. The global clock and synchronization
between Alice and Bob ensure that both the target photon
and signal photon arrive at the BSM at the same time. When
two photons are measured by the BSM, the quantum state
of the photon pair is projected to one of the four Bell states.
However, our BSM can distinguish projection only to the states
|Ψ+ i or |Ψ− i. After the BSM, the state of the idle photon is
changed to either σx |ψt i in the case of a |Ψ+ i measurement
or to σx σz |ψt i in the case of a |Ψ− i measurement, where
σx and σz are Pauli-X and -Z gates respectively. The effect of
measurement on the states used in our simulation is illustrated
in Table III.
TABLE III: Quantum state of idle photon after BSM
Target Photon State
Before BSM
|ei
|li
|+i
|−i

Idle Photon After
|Ψ+ i Measurement
|li
|ei
|+i
−|−i

Idle Photon After
|Ψ− i Measurement
|li
−|ei
−|−i
|+i

The result of the BSM is sent through the classical channel
to Bob. Bob then measures the idle photon in a chosen basis
and uses the result of the BSM at Charlie to correct the
measurement if necessary. Success of the quantum state teleportation is determined by comparison with the state prepared
by Alice.
B. Parameters and Simulation Results
For our simulation, we use optical component parameters
consistent with the experiment in [27]. The only notable difference is addition of a delay fiber between Bob’s SPDC source
and measurement. Alice uses a light source with parameters
f = 80 MHz, µ = 0.014 to generate target photons in any of
the four quantum states |ei, |li, |+i, |−i. These photons are
sent to Charlie over a fiber with length 6.2 km and a loss rate of
6 dB. Bob uses an SPDC source with parameters fSP DC = 80

Quantum Channel
(Optical Fiber)

80

|+

49.00 ± 4.5

51.00 ± 4.5

|

Measured | +
Measured |

|e

|l

|+

94.40 ± 2.44

5.60 ± 2.44

20

5.70 ± 2.6

40

94.30 ± 2.6

60

0

MHz, µSP DC = 0.045 to generate pairs of perfectly entangled
photons. The length of the fiber between Bob and Charlie is
11.1 km with a loss of 5.7 dB, while the delay fiber in Bob’s
node has a length of 11.11 km with a total loss of 2.2 dB.
Before the simulation, Alice and Bob have coordinated the
times for emitting photons to ensure their two photons arrive
at the BSM at the same time. The detectors in the BSM have
a detection efficiency η = 0.7, dark count rate 1000 /s, time
resolution = 150 ps, and count rate = 2.5 × 107 /s.
The idle photons are then measured in either the X- or Zbases. Depending on the result of the BSM at Charlie, the state
measured at Bob may be altered post-measurement according
to Table III to record the correct result. For quantum states
|ei and |li, any successful BSM flips the measured result. For
quantum states |+i and |−i, measured results will be flipped
if the quantum state is projected to |Ψ− i.
For each of the four teleported states, 100 qubits were
measured at Bob in both the X- and Z-basis. The simulation
was repeated 10 times, and the average percentage of qubits
measured in each basis state as well as the standard deviation
were recorded. These results are shown in Figure 7.
In the first graph, depicting the Z-basis measurement, the
|ei and |li states are easily distinguishable as expected, while
the |+i and |−i states are indistinguishable. For the X-basis
measurement shown in the second graph, the |+i and |−i
states can be distinguished while the |ei and |li states are
indistinguishable.
A small error on the order of 1-2% present in the Z-basis
measurements is consistent with errors caused by multiphoton
emission events and detector dark counts. Larger errors of
approximately 5% are present in the X-basis measurements.
These errors are due to the lower efficiency of the X-basis
measurement and due to the fact that a detection error by any
of the two detectors used by Bob causes an error. Additional
phase error is introduced by Alice during qubit preparation as
well.
These results validate that the states generated by Alice
were successfully teleported to Bob. When measured, the idle

|l

(a) Z-basis measurement results

100
% measured

Fig. 6: Quantum teleportation architecture. Alice emits photons with arbitrary quantum state to Charlie. Bob creates a pair
of entangled photons and send one of it to Charlie. Charlie
receives two photon simultaneously and measures them by
BSM. BSM results are sent to Bob for correction a posteriori
if necessary.
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Fig. 7: Measured quantum state of the idle photon after BSM
in our simulation

photon at Bob is usually found in the same state as the photon
that had been prepared by Alice and sent to Charlie after taking
into account basis correction communicated on the classical
channel. Our results also validate that SeQUeNCe is able to
track errors originating in the imperfect optical components.

VI. O UTLOOK AND F UTURE W ORK
In this paper we developed models of optical network
components and integrated them into our new simulator of
quantum network communication. We performed simulations
of quantum key distribution and quantum teleportation at the
individual photon level and successfully matched our results
with prior experiments.
Our simulator uses a modular design and can be easily
extended to model new physical processes and optical components. Advances in material science promise to deliver
new components such as long-coherence-time memories or
improved photon detectors in the near future. The simulation
techniques we develop can be used to quantify the benefits of
these advances and to understand which improvements are the
most valuable.
As the size of experimental quantum networks increases, the
value of simulation tools that can predict the complex behavior
of these systems will increase. Simulations will be also needed
to optimize the placement and integration of optical quantum
network components with the goal to build network architectures that can support the scalability, latency, throughput and
security needs of the disparate quantum network applications
in the post-Moore world.
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