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Smart home Internet of Things (IoT) devices are rapidly increasing in popularity, with more households
including Internet-connected devices that continuously monitor user activities. In this study, we conduct
eleven semi-structured interviews with smart home owners, investigating their reasons for purchasing IoT
devices, perceptions of smart home privacy risks, and actions taken to protect their privacy from those external
to the home who create, manage, track, or regulate IoT devices and/or their data. We note several recurring
themes. First, users’ desires for convenience and connectedness dictate their privacy-related behaviors for
dealing with external entities, such as device manufacturers, Internet Service Providers, governments, and
advertisers. Second, user opinions about external entities collecting smart home data depend on perceived
benefit from these entities. Third, users trust IoT device manufacturers to protect their privacy but do not
verify that these protections are in place. Fourth, users are unaware of privacy risks from inference algorithms
operating on data from non-audio/visual devices. These findings motivate several recommendations for device
designers, researchers, and industry standards to better match device privacy features to the expectations and
preferences of smart home owners.
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1

INTRODUCTION

Smart home Internet of Things (IoT) devices have a growing presence in consumer households.
Learning thermostats, energy tracking switches, video doorbells, smart baby monitors, and appand voice-controlled lights, shades, and speakers are all increasingly available and affordable. These
connected devices use embedded sensors and the Internet to collect and communicate data with
each other and their users, seamlessly integrating the physical and digital worlds inside the home.
As smart home IoT devices become more popular and upload more private data to the cloud,
questions about user privacy regarding external entities who create, manage, track, or regulate
these devices and/or their data arise: What data do smart home IoT devices collect? Where is the
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data stored? Who has ownership and access to the data? How is the data used? The answers to these
questions are often unclear, and the nascent market for smart home devices has minimal regulations
or standards. As IoT devices become more ubiquitous, clarifying their privacy implications is of
utmost importance so that users are made aware of IoT related privacy risks and that these risks
can be minimized without placing the burden of doing so solely on the users themselves.
Researchers have studied IoT privacy challenges [4, 8] and proposed potential solutions [23, 41, 59]
to protect user privacy. Such solutions are most effective when they account for the attitudes and
awareness of end users. Our work builds on previous studies investigating user interactions with
IoT devices [36, 56, 62, 65], grounding the conversation about IoT privacy with empirical evidence
about users’ privacy perceptions with respect to entities external to the home, including device
manufacturers, advertisers, Internet service providers (ISPs), and governments. We focus on external
entities because they determine the data collection capabilities of smart home devices, have access
to data from large numbers of households, and are well-known privacy threats in other contexts,
such as cloud services [20], phone call records [19], and social media [24]. By continuing to monitor
users’ values and expectations in response to rapidly evolving smart home technology, we can help
inform better design practices and policies to ensure IoT devices are privacy-preserving without
extensive user intervention.
We conducted eleven semi-structured interviews with smart home owners in the United States
about their long-term experiences living with IoT devices. The interviews were based on several
focused questions and expanded into wide-ranging discussions about privacy awareness, privacy
concerns, and device use cases. The participants owned a wide variety of IoT devices and shared a
broad range of experiences of how these devices have impacted their lives. They also expressed a
range of knowledge and personal opinions about privacy concerns, including intentional purchasing
and device interaction decisions made based on privacy considerations. Several common threads
emerged across interviews. We have distilled these recurring themes as our primary results and
used them to generate recommendations for IoT device designers, researchers, industry standards,
and consumer incentives.
We recognize that notions of privacy are situated in the everyday contexts of home routines,
including the relationships between household members, and that our study captures only a
snapshot of the privacy preferences and expectations of users based on their knowledge and
expectations of entities not typically involved in day-to-day home life. This situated nature of
privacy prevents us from unpacking all factors influencing IoT device design and privacy in one
paper. Instead, our study provides valuable evidence of various perceptions of IoT devices and the
entities who directly influence what data these devices collect, track, store, and transfer from users
who have incorporated these devices into their daily lives. Our study therefore makes a contribution
to the CSCW literature on home IoT devices that can inform the design of privacy-preserving and
privacy-enhancing domestic technologies.
Convenience and connectedness are priorities for smart home owners, and these values dictate privacy opinions and behaviors directed at external entities that create, manage, track, or regulate IoT devices and their data (Section 5.1). Convenient features provided by
IoT devices were the most frequently cited reason for adopting IoT technology and for disregarding
concerns about personal privacy risks. These results support previous work on user behaviors in
contexts other than smart home IoT [1, 14, 25, 53, 58], and indicate that convenience remains a
primary justification for sacrificing privacy for IoT device owners.
User opinions about who should have access to their smart home data depend on notions of perceived benefit from entities external to the home (Section 5.2). Participants
viewed sharing data with a particular entity as more permissible if they believed that it would
result in tangible benefits to themselves or their families. Device manufacturers providing software
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updates and new features were the least concerning recipients of smart home data. Participants had
mixed opinions about sharing data with advertisers and government entities, depending on their
opinions about the benefits of personalized advertising and the potential for local governments to
improve services based on smart home data analysis. ISPs were uniformly distrusted with smart
home data; participants did not believe that ISPs could provide any benefits to smart home owners
and expressed strong privacy concerns about ISPs accessing their information. These results provide
supporting qualitative evidence for previous survey findings about ISP privacy concerns [3] and
provide evidence of user opinions of targeted advertising in a new context.
User assumptions about privacy protections are contingent on their trust of IoT device
manufacturers (Section 5.3). Brand familiarity and reputation were driving factors in IoT device
purchasing decisions. Participants generally believed that devices made by well-known companies,
both traditional technology companies and home appliance companies, were more likely to successfully protect user privacy than devices made by more obscure brands. As a result of trust-based
purchasing decisions, participants were generally confident that their IoT devices included adequate
privacy protections, requiring no additional actions for privacy preservation. This result extends the
findings of a previous experimental study involving temporary device ownership [62] by indicating
that trust drives real-world purchasing and use decisions for smart home owners outside of the
laboratory.
Users are skeptical of privacy risks from devices that do not record audio or video, such
as lightbulbs and thermostats (Section 5.4). They are unaware of the possibility of machine learning
algorithms using non-A/V data to infer more sensitive information, including sleep patterns and
home occupancy. This evidence regarding the lack of concern about smart home data privacy risks
from modern inference algorithms has not been reported in prior works.
These results provide new evidence of users’ engagement with unique, IoT-specific privacy
considerations related to the physical nature of these devices. Based on these results, we suggest
recommendations for designing IoT devices to reduce the burden of privacy controls which are
mostly placed on users within the current United States consumer IoT market model. Device
designers should seek to improve the convenience of privacy control settings on devices and
associated mobile applications. Creative solutions are needed for notifying users of ongoing data
collection by IoT devices without traditional screen interfaces. Additional research is also needed
to develop mechanisms for centralized privacy control by smart home hubs in ways that seamlessly
integrate into home life and meet users’ privacy needs with minimal effort. The current inability
of participants to discern device privacy properties also supports the creation of a certification
program to indicate device privacy features and encourage competition between IoT manufacturers
for developing privacy-preserving devices that respect home privacy needs. Lowering the barrier
to understanding and controlling smart home data collection will be necessary for otherwise
unconcerned users to have privacy protections by default with minimal burden to actively configure
privacy features as desired.
This paper makes the following contributions:
• Supplies new evidence that users’ evaluations of privacy risks from IoT devices and nondomestic entities who create, manage, track, or regulate IoT devices and data are based on
stereotypical views of these entities and do not account for modern inference techniques
applied to non-audio/visual data.
• Provides qualitative descriptions of user thought processes and rationales that confirm,
explain, and extend previous survey findings about IoT privacy in home contexts.
• Highlights the importance of convenience and trust as driving factors in users’ decisions
about incorporating IoT devices into their home and corresponding privacy concerns.
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• Provides new data about how user opinions of targeted advertising based on data from
physical in-home devices with always-on sensors reflect a balance between perceived privacy
invasion versus advertisement relevance.
• Synthesizes interview responses and previous proposals into recommendations for IoT device
manufacturers, researchers, regulators, and industry standards bodies that fit with user
opinions and the current U.S. consumer IoT market model, which places (perhaps excessive)
burden on users to manage privacy settings.
The remainder of the paper is structured as follows: Section 2 surveys related work. Section 3
details our interview methods and participants. Section 4 describes some limitations of our participant pool and corresponding motivations for future studies. Section 5 presents the major themes
emerging from our interviews. Section 6 discusses recommendations based on our findings for IoT
device designers, researchers, industry standards, and consumer incentives.
2

RELATED WORK

The privacy implications of IoT devices are of significant interest to researchers. Smart homes
demand particular attention due to societal and legal expectations of privacy in the home. Our
study contributes to this area by identifying privacy concerns, preferences, and behaviors of users
who have independently incorporated smart home devices into their daily routines. Our results
provide new evidence that users’ decisions about purchasing and using smart home devices involve
unique, IoT-specific privacy considerations fundamental to the physical nature of these devices. In
our work, we focus on users’ privacy expectations from entities external to the home who create,
manage, track, or regulate IoT devices and/or their data. We recognize that there are also privacy
expectations that users may have regarding how IoT devices are used and shared by household
members and that these preferences may be affected by everyday routines. However, this is not a
focus of our study (Section 4.1).
Related work on smart home privacy has outlined technical and design challenges [4, 8] and
revealed potential attacks to recognize users and behaviors from data collected from smart environments [2, 13, 37, 39, 50]. Correspondingly, many papers have suggested design and analysis
frameworks [23, 41, 59] and proposed systems for data management and visualization in smart environments [9, 33, 40, 63]. The range of proposed solutions for IoT privacy include design, network,
and sociotechnical efforts; however, as Jacobsson et al. [23] note, it is crucial to understand users in
order to create usable privacy mechanisms. This motivates sociological research leading to greater
understanding of user interaction with IoT devices.
Our work contributes to the body of research examining user opinions and interactions with
the IoT and smart home environments with respect to non-household entities that create, track,
and regulate IoT devices and/or data. Due to the rarity of people living with Internet-connected
home appliances before the recent surge in IoT interest, most experimental user privacy studies
on IoT technologies have been conducted in temporary or laboratory settings. Worthy et al. [62]
ran a week-long study of five users living with a custom IoT device. This study identifies trust
as a critical factor and discuss designing IoT devices to encourage user trust. While not focused
on smart homes, recent user studies investigating privacy concerns with smartwatches [56] and
Internet-connected toys [36] have also illuminated user perceptions and informed better designs
for IoT device privacy. Additionally, studies of senior citizens living with monitors and sensors
[14, 53], although not Internet-connected, provide insights into user trade-offs between privacy
and autonomy. Our work contributes to these studies by offering a firsthand opportunity to learn
from users’ long-term experiences living with a variety of IoT devices in their homes.
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Survey studies have also investigated user opinions about IoT privacy. In 2017, Consumers
International published the results of international surveys investigating consumer opinions about
the growing prevalence of Internet-connected devices across industries [22]. Over 60% of the
worldwide respondents reported safety concerns about connected objects. Surveys by Choe et
al. and McCreary et al. [12, 35] have indicated that American users are especially concerned
about Internet-connected devices recording and sharing private in-home activities. Martin and
Nissenbaum [31] surveyed 569 individuals and found that the intended use of collected data was
more relevant to users’ privacy opinions than the sensitivity of the data itself. This supports our
finding that users weigh privacy risks against perceived benefits. Other large scale studies of IoT
privacy preferences exist. Lee and Kobsa [27] surveyed 200 individuals to categorize IoT information
collection context parameters based on respondent reactions. Similarly, Emami-Naeini et al. [38]
surveyed 1,007 participants to measure their privacy expectations in 380 IoT device use cases
and scenarios. Finally, Apthorpe et al. [3] surveyed 1,731 individuals’ perceived acceptability of
3,840 information flows involving a range of IoT devices, information types, data recipients, and
collection conditions. Each of these survey studies have demonstrated that “privacy preferences are
diverse and context-dependent” [38], supporting the importance of interview studies to uncover
nuanced user opinions and elucidate the reasons why survey participants respond in particular
ways to IoT privacy issues.
Concurrently to our work, Zeng et al. [65] interviewed fifteen individuals living in smart homes.
They found lapses in users’ understanding of IoT threat models related to the skepticism about nonA/V device privacy risks expressed by our interview participants. They also recorded potential social
issues arising from multi-user smart homes, which were not expressed by our participants, motivating continued research to understand the breadth of user experiences, especially for marginalized
or other at-risk individuals. Ultimately, their recommendations corroborate ours, emphasizing
device design improvements to address user privacy needs. However, our work focuses more on
users’ underlying value judgments and rationales for decisions about home IoT device ownership,
use, and privacy management than on mental threat models of specific privacy risks.
Though not exclusively focused on privacy and IoT technology, a related set of research has
studied the use of technologies inside the home and how their usage depends on the context of
daily routines and relationships between household members. Several studies [7, 60, 61] have
investigated home automation, interviewing households to provide directions for future research
and to improve the user experience with home automation. Similarly, Chetty et al. [11] studied
networked homes to understand the relationships between households, their inhabitants, and
networks to explore the potential of wireless networking in the home. In other work, Mazurek et
al. [34] studied access control for home data sharing, providing guidelines for usable access-control
systems. More recently, Yang and Newman [64] investigated user experiences living with a Nest
learning thermostat to inform the development of intelligent home technologies. These works
highlight the importance of understanding user values and behaviors and have directed the design
of emerging technology for the home. These user studies guided the methods and approach of our
work.
We contribute to this body of literature by identifying perceptions of privacy and security issues
for a wide variety of IoT devices from users who have independently chosen to incorporate these
devices into their homes. Our focus recognizes that the notion of privacy is situated and depends
on the context, everyday routines, and relationships between household members. However, we
focus on how users perceive privacy issues arising from those external entities who actually create,
track, regulate, or manage IoT devices and/or their data.
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INTERVIEW METHOD

We conducted interviews with eleven owners of smart home devices to understand their privacy
values and expectations. The study was approved by our institution’s Institutional Review Board
(IRB). We recruited participants and conducted interviews from November 2016 to February 2017.
3.1 Recruitment
We recruited households by posting flyers in the local area, emailing listservs, and asking participants through word of mouth. In our advertisements, we did not use the words “privacy” or
“security” to avoid bias in recruiting. The recruitment message requested participants with at least
one of the following IoT devices in their homes: smart thermostats, lights, switches, alarms, cameras,
locks, or motion sensors, but did not place any other restrictions on participation. We recruited
for users with these devices because they collect a wide range of household data, allowing us to
explore user attitudes towards different types of data and corresponding privacy concerns.
After receiving twelve responses to our recruiting efforts, we asked respondents to provide an
inventory of their smart home devices. We selected the eight households with more than two
devices in their homes. These eight households were selected to maximize the number of device
types owned by participants within the limited time available for the study. We then interviewed
as many participants from each selected household as were willing, leading to a total of eleven
participants, ranging from one to two per household. After interviewing these eleven participants,
we reached data saturation and did not recruit further households. Our final sample may not cover
a fully representative sample of IoT device users (Section 4). However, our interviews serve as
informative case studies of early adopters of IoT home technology.
3.2

Participants

Household participants and compositions are detailed in Table 1. There were six female and five
male participants ranging from 23–45 years old. The majority of the households were from the
Seattle metro area. Other households were from New Jersey, Colorado, and Texas. Participants
came from a variety of living arrangements, including families, couples, and roommates.
Our participants were fairly affluent, technically skilled, and highly interested in new technology,
fitting the profile of an “early adopter” [44]. Seven of the eight households had at least one resident
with a background in computer science or the technology industry, including one participant who
was an expert on IoT smart home devices. We had difficulty finding households who did not fit
the early adopter profile due to the relatively recent introduction of IoT smart home devices to the
mass market at the time of the interviews. While we would have liked to recruit a more diverse
sample, we were unable to do so within the time and constraints of our study. Having reached data
saturation for our goals, we did not engage in further recruiting efforts.
As early adopters, all households set up their own smart home devices, and we asked each
household to self-identify the “technology expert,” or the individual who was primarily responsible
for the IoT devices. During our interviews, we spoke to the self-identified “technology expert”
of each household in order to understand their smart home setups. We also spoke to any other
willing household members. Interviewing households together (as opposed to holding one-on-one
interviews with each member separately) may have led to some hesitation from participants in
terms of expressing their opinions fully. For instance, some opinions, specifically related to privacy
needs relevant to relationships among household members, may not have come up in this setting
(Section 4.1). Since this was not the focus of our work, we did not ask probing questions to overcome
this limitation.
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Occupants
Female roommate*
(P1), female roommate* (P2)

Devices
Amazon Echo; Arlo Wireless Camera; Logitech Harmony Hub;
Nest Learning Thermostat; Philips Hue Light Bulbs; Samsung
SmartThings Hub, Motion Sensor, Multipurpose Sensor; TP-Link
Smart Plugs
Husband* (P3), wife Amazon Echo; Honeywell Wifi Thermostat; wifi baby camera
(P4), daughter, son
Husband* (P5), wife Amazon Echo; Insteon Dimmer Switch and Light Switches; Nest
Learning Thermostat
Husband*, wife* (P6) Amazon Echo; Arlo Security Cameras; Aeotec Siren; First Alert
Z-Wave Smoke and Carbon Monoxide Alarm; Fortrezz Siren;
LIFX Color and White LED Bulbs; Samsung SmartThings Hub,
Open/Closed Sensor, Motion Sensor, Presence Sensor
Husband, wife* (P7), Amazon Echo and Dot; August Doorbell; Belkin Wemo Switches;
daughter
Cree Light; Curb; Drop Kitchen Scale; Ecobee SI; GE Light Link
lights; Google Home; Kwikset Z-wave lock; Lutron dimmers;
MyQ garage door opener; Nest Learning Thermostat; Netatmo;
Osram Lightify; Philips Hue lights; Samsung SmartThings Hub;
Sonos; UnderArmour Wi-Fi scale; Wink hub; Z-wave open-close
switches
Husband* (P8), wife Amazon Echo; Dlink video cameras; LG switches, outlets, motion
(P9)
sensors, door sensors; Nest Learning Thermostat and Smoke
Detectors; Samsung SmartThings Hub
Husband, wife* (P10) Abode Home Security System; Amazon Echo; Belkin Wemo
Switches; Canary Security Camera; Gogogate garage door
opener; Philip Hue bulbs; Nest Learning Thermostat and Protect;
Ring doorbell; Slock smart lock; TP-Link Smart Plugs
Husband* (P11), wife Homebrite smart LED lightbulbs; x-10 smarthome switch, plugin lamp controllers, plug-in appliance controller, motion sensor,
remote controls, programmable timer

Table 1. Households and interview participants (* denotes self-identified technology expert of the household)

3.3

Interviews

Prior to our interviews, all households filled out a pre-survey asking for demographic information,
including home location, occupants, professions, and an inventory of their smart home devices
(Table 1). Interviews were then conducted by the researcher via Skype video call. The shortest
interview lasted 30 minutes and the longest lasted 60 minutes. All interviews were recorded.
Participants were compensated with a $50 Amazon gift card.
The interviews were structured as follows: Participants first gave a tour of their smart homes,
showing the setup of their IoT devices. We then interviewed participants about their experiences
with the IoT devices in their homes. These conversations included what led them to install the
devices, their favorite and least favorite aspects of the devices, and how they incorporate the devices
into their daily routines. We then discussed issues related to privacy, including their awareness of
what data their devices collect, their concerns about where the data goes and who has access to it,
their thoughts on privacy trade-offs, and what actions they take to protect their privacy. We asked
the following specific questions in every interview:
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• How do your devices work?
• What data do your devices collect?
• How would you feel if someone else knew about this data?
• Do you have any privacy concerns about these devices?
• Would you be willing to take any steps to protect your privacy?
While the research group prepared these specific questions in an interview guide, all interviews
were semi-structured. The interviewer followed up on topics of interest that arose naturally in
discussions with each household, which varied greatly depending on the composition of the
household, the person interviewed, and the devices they owned.
3.4

Analysis

To analyze the interviews, we first transcribed the audio recordings and analyzed participant
answers to our structured questions. We then performed open coding, a process of categorizing
and describing observed behaviors with “codes” of words or short phrases [46]. Codes were
initially drawn from interview questions and then the themes that emerged from iterative analysis
of the interviews. Parent code examples based on our interview guide include “Demographics,”
“Awareness,” “Solutions,” and “Concerns.” Child code examples include “Convenience,” “Current
functionality,” and “Manufacturer_and_data.” After multiple rounds of discussion and analysis with
the research group, we observed a set of themes that emerged from the interview findings.
4

LIMITATIONS

Our survey results must be considered in context of the limited number of households interviewed.
While our participants’ responses identify IoT privacy concerns likely shared by many others, they
should not be considered representative of the entire population of IoT device users. The following
limitations must specifically be acknowledged and addressed in follow-up studies.
4.1

Our Study Focuses on External Actors, Not In-Home Privacy Threats

Since this was not a primary focus of our study, none of our interview participants raised concerns
about connected devices enabling privacy violations or other malicious behaviors between individuals within a household. We therefore focused our analysis and recommendations on external
privacy threats (e.g., governments, hackers, and industry), which were of primary concern to our
participants.
However, it is essential to note that this lack of concern about in-home threats is not representative of user experiences with connected devices. For example, in June 2018, the New York Times
published an article detailing the increased prevalence of connected home devices in domestic
abuse cases [6]. The article discusses how consumer IoT devices can produce a power imbalance in
home environments and enable abusers to surveil and exercise control over others in the home. This
serves as a reminder that home environments are often unsafe spaces, especially for traditionally
marginalized or otherwise at-risk individuals [10, 51]. Such individuals are less likely to volunteer
to participate in studies about connected devices, leaving researchers and manufacturers unaware
of the domestic risks that these new technologies pose. Continued targeted research into the impact
of IoT technology on in-home privacy threats is imperative to avoid empowering bad actors and
placing vulnerable individuals at further risk.
4.2

Users in the United States May Have Unique Attitudes About Privacy

Surveys have indicated that concern about Internet-connected devices is a worldwide phenomenon [22]. However, all of our interview participants live in the United States and are therefore
influenced by American perspectives on privacy. IoT device users in different regions may have
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differing privacy concerns. For example, American users may be generally more accepting of
data collection by industry versus the state, in contrast to consumers in Europe. As such, our
recommendations should be interpreted in the United States context. We recommend that future
studies of IoT device users in other world regions be conducted to inform further recommendations
for those areas.
4.3

Concerns About Privacy, Security, and Safety May Overlap

Although we structured our interviews around questions about privacy, participants’ responses
were necessarily affected by their impressions of device security (and its influence on their safety)
and the norms of the social order. These influences are especially intertwined for physical and
embedded devices, and additional research would be needed to unpack the relative contributions
of overlapping values to IoT users’ behaviors and opinions.
5

RESULTS

The main themes that emerged from our interviews are as follows: First, owners of smart homes
value convenience and connectedness, which dictate their privacy expectations and behaviors.
Second, their opinions about who should have access to their smart home data depends on the
perceived benefit. Third, trust in device manufacturers and brand reputation dictates purchasing
behavior and privacy assumptions. Finally, users are skeptical of privacy risks from non-audio/visual
devices.
5.1

Convenience and Connectedness are Priorities

Participants highly valued how smart home devices made their lives easier, more connected, and
more convenient. When asked why they chose to purchase IoT devices for their homes, participants
overwhelmingly cited convenience as a major factor, and most added that they enjoyed staying
connected to their homes, families, and pets:
It’s cool and also convenient. I can control all my lights with my voice, which is pretty
nice. (P5)
Everything you could do in person from the actual thermostat panel you can do from
your phone, so I’ve grown to love that pretty quickly. . . it’s more convenient to be under
your warm covers and not have to run downstairs and check the temperature. (P4)
I have a huge sense of closeness to my family by just checking in on them. . . checking
in on the devices. Like, look, the lamp’s on by my husband’s chair, he must be sitting
there reading, or look, you know, it’s warm in the kitchen; if it’s extra warm in there
they might be cooking dinner. It’s like being with my family when I’m not. (P7)
Values of convenience and connectedness outweighed participants other concerns about IoT devices,
including obsolescence and security issues.
I think it’s more likely that a lot of these things will become obsolete. . . If that’s what
happens then I have to buy another device. It still might be worth it for the convenience. (P10)
[The concern] is always kind of in the back of my mind because of all that IoT stuff that
always goes on, and everyone says how easily hackable they are. But I think my peace
of mind that I get from having them outweighs my worry of what could be potentially
taken advantage of. (P6)
Participants were also willing to trade privacy for convenience gained from their IoT devices. These
attitudes are similar to those observed in previous studies of senior residents accepting the loss
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of privacy in exchange for autonomy while living with sensor technologies [14, 53]. They also
re-affirm previous work on user privacy behaviors on the Internet [1, 25, 58] in the new context of
smart homes. For example, even the participant (P11) who was most concerned about privacy (and
had taken action to protect his data by setting up a custom x-10 home automation system rather
than use commercial IoT devices), admitted that convenience had begun to overrule his value of
privacy.
I’d be very interested in trying a Nest thermostat. . . I like to say I’m thoughtful about
these decisions, but very often the case is that something is really convenient so I’ll do
it anyways even if I do have some reservations about privacy. So yeah, even though
I like to say that I take those things seriously, sometimes I do just go with what’s
convenient. (P11)
In terms of big data I think there’s continuously going to be a trade-off, right? I would
be willing to give up a bit of privacy to create a seamless experience because it makes
life easier. (P8)
Generally, convenience and connectedness offered by smart homes were more valuable to participants than knowing and controlling where smart home data goes.
5.2 Opinions about Data Access Depend on Perceived Benefit from External Entities
Participants had very different attitudes toward smart home data collection depending on the
identity of the entity accessing the data. We specifically asked for opinions about data collection by
device manufacturers, advertisers, ISPs, and the government. In all cases, the acceptability of data
collection was contingent on perceived benefit to the end user.
It is important to note that although we asked about the above entities as separate categories,
there are no clear distinctions between manufacturers, advertisers, ISPs, and the government.
Manufacturers of IoT devices can be first-party advertisers, such as Google placing web advertisements for Nest products, or can sell their information to third-party advertisers. ISPs can also
be manufacturers, such as Comcast’s line of Xfinity Home devices. Additionally, each entity may
give information to the government voluntarily or though subpoena. These blurred distinctions
may become problematic for user privacy, as participants resort to stereotypical views of external
entities involved in collecting, tracking, storing, or regulating IoT data in order to appraise their
privacy threats. For example, when asked about government data collection, most participants
imagine a “typical” government, rather than a specific instance. Unfortunately, these stereotypes
are of dubious value for understanding the actual privacy risks posed by the entities, and opinions
formed from them are subject to change when confronted with concrete details (e.g. when thinking
about the Seattle government in particular).
Furthermore, user perceptions of stereotyped entities external to the home are not specific to the
smart home IoT context. This means that while IoT is changing the pervasiveness and granularity
of in-home data collection, users are still relying on outdated, pre-IoT models of entities in the IoT
ecosystem to make purchasing, privacy, and security-related decisions. Future studies at regular
intervals will be needed to determine whether users’ mental models of the following entities and
associated norms evolve to incorporate IoT-specific practices over time.
5.2.1 Manufacturers. Participants were least concerned about manufacturers having access to
the data collected by their IoT devices. Ten out of eleven participants stated that they did not mind
the manufacturers of their devices collecting and analyzing data, acknowledging that it is necessary
to improve the product and user experiences.
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If a company wants to learn more about how people are using their devices and to
make improvements over the long run. . . I could see that being beneficial. (P4)
Multiple participants (P8, P9, P10, P11) also expressed hopes for manufacturers to collect anonymized
data in the aggregate, similar to concerns expressed in Worthy et al. [62], in which users called
for IoT devices to collect only de-identified, aggregated data. The sole participant (P11) who felt
uncomfortable about device manufacturers collecting his data qualified that good data collection
practices would rid his concern.
If the data were collected anonymously, then I don’t think I would have a concern
about it. (P11)
I would be okay if my data was anonymized for research because I feel like they could
get better by learning from how we use it. I’d opt-in if I wasn’t already opt-ed in. I’m
not sure if they’re already doing it or not. (P8)
At face value, users had little concern about manufacturers accessing their smart home data to
improve their products, believing that this kind of access would ultimately benefit the end user
along with the assumption that the manufacturer would responsibly collect the data.
5.2.2 Advertisers. Participants had differing opinions about advertisers having access to their
smart home data. On one hand, six out of eleven participants stated that they did not mind
advertisers having access to their data, for they enjoyed receiving targeted ads or better advertising
experiences. As with manufacturers, they felt that they could potentially benefit from advertisers
having their smart home data, so they were not concerned.
It feels as a consumer, if there is a better, more seamless experience to advertise to me,
like I should benefit from that in some way. Or there’s that relationship where if I can
get something out of that, then that seems like a better deal. (P8)
On the other hand, the five other participants felt more hesitant about advertisers having access to
their smart home data, for they did not think it could benefit them.
They’re no longer really doing a service for me. They’re just making money off my
data, and I don’t like that. (P9)
However, participants also qualified their opinions when they expressed desires for more transparency and control:
Depends on the data they were going to sell. I would want to know which aspects of
my relationships they were monetizing. (P7)
I am actually more OK with selling them my data myself. I would really want to see
exactly what was in the information before selling that though. (P9)
While we observed a split in participants’ attitudes towards advertisers, the difference came down to
whether they felt like they could benefit from the transaction. Participants who believed they would
benefit or could control what data was collected felt more comfortable sharing their smart home
data with advertisers. There is an extensive literature on opinions and effectiveness of targeted
advertisements, but none of these studies focus on IoT [26, 32, 45, 54]. Our study contributes data
on user perspectives of advertisers with respect to IoT devices, which has not been covered in prior
work. Our result also supports previous survey findings [24, 66], in which negative perceptions
of privacy invasion from targeted advertisements were offset by positive effects of perceived
advertisement relevance.
5.2.3 Internet Service Providers (ISPs). All participants stated that they would be concerned if
their ISP could collect data from their smart homes. Overall, participants viewed ISPs negatively.
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I mean I don’t like them. . . nobody does. (P1)
Participants (P5, P11) expressed concern about their inability to prevent their ISPs from seeing their
smart home data, for they believed it inevitable that ISPs could see all data from Internet-connected
devices. If given the choice, however, they would rather that ISPs not see their network traffic.
All participants agreed that ISPs should not need or have access to the data from their smart
home devices. They viewed the practice as invasive and unnecessary, without an obvious benefit to
users. Participants (P8, P10) brought up the idea of net neutrality and their wariness of ISPs.
It kind of scares me for them to know it all, because I feel like with the whole conversation around net neutrality and everything I feel like they’re probably trying to do
terrible things. So I worry about that. (P10)
In this case, participants not only believed that there was no benefit in ISPs having access to their
smart home data, but were also concerned that it could be detrimental. These results corroborate
previous survey findings [3] with a different U.S. sample population showing that individuals
generally view data collection by ISPs as unacceptable. Our results also provide qualitative evidence
explaining user distrust of ISPs observed in quantitative survey data.
5.2.4 Government. Participants were most concerned with the government having access to
their smart home data. All participants were extremely wary of any attempt by the government to
infringe on their privacy, as captured by the following statement by P9:
I don’t like the government having that type of information. I think there becomes a
real slippery slope with information that goes to the government about what you do
with your personal time, and I certainly know the argument “well you have nothing to
hide then why does that matter,” but I think things get really dicey really easily when
it comes to people’s personal privacy and their civil liberties. (P9)
These opinions are in keeping with increased awareness and unease towards government data
collection after the Edward Snowden leaks [15]. Most participants agreed that their data should
be protected from government access; participants P7 and P10 also brought up concerns about
subpoenaing data from smart homes:
I think there’s a precedent. You know there was a case where a judge tried to subpoena
Amazon because they thought it would help in a murder case or something like that
and Amazon said no. . . I think those companies have a big incentive that they really
need to make sure that the privacy is protected otherwise people won’t use it [the
device]. (P10)
Interestingly, P10 also noted that the local government could possibly improve local services by
having access to smart home data:
I live in Seattle and I think that they’re pretty innovative on what they’re doing on a city
level to understand lots of different things like what they’re doing in your community
and what kind of things help. . . if they’re using it to try to understand electricity usage
so that they could make it cheaper for everyone, I feel like that’s good for society and
that’s fine. (P10)
Again, if there seems to be a benefit for the end user, then sharing data seems to be permissible.
However, most participants believed that the government would only use the data for persecution, so
they were concerned about data privacy as a civil liberty. This conflict between perceived violations
of civil liberties and perceived benefits of government data collection aligns with previous survey
results measuring Americans’ opinions about government surveillance of low-income populations
in non-IoT contexts [55].
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Unfortunately, users in our study experienced blurred distinctions between manufacturers,
advertisers, ISPs, and the government when it came to IoT devices and data collection, tracking,
storing, and transfer. This blurred distinction between IoT device manufacturers and other external
entities has implications for user privacy, as we describe below.
5.3

Trust in Manufacturer Privacy Protections

Trust in companies was central to participants’ privacy behaviors, similar to previous findings by
Worthy et al. [62] about users living temporarily with an IoT device. Trust in brand reputation
especially influenced participants’ selection of IoT devices for their homes. All participants claimed
that they did significant research before purchasing any of their smart home devices and ultimately
selected devices based on online reviews and brand reputation.
I try to make sure it’s a reputable brand. . . I don’t try to just get the cheapest thing
because those are less secure...I want something that’s more established so I kind of
assume that they have more security. (P10)
I really wanted a [Google Home]. . . I feel like more work went into it. . . and it came
from a renowned company. (P1)
Participants tended to trust big technology companies to have the technical means to protect
their data, although they could not confirm if these companies actually performed encryption or
anonymization.
I trust for example Amazon and Google to have good security practices so like my
voice recordings and things like that. . . I don’t mind that those speakers are constantly
aware. (P7)
Many participants also placed trust in home appliance and lighting brands, despite the fact those
those companies have limited experience making Internet-connected products and the participants
took no action to verify the companies’ privacy protection practices.
Philips and Belkin are a little more household names so a little easier to trust. (P10)
Third parties may not be as secure or may not have an infrastructure that’s as secure
as Insteon. (P5)
However, regardless of the size or technological capability of the company, participants overwhelmingly stated that they trusted the brands of the devices that they had chosen for their homes.
Participants rationalized their reluctance to take extra action to protect their privacy by referring
to their trust in IoT device manufacturers to not do anything malicious with their data.
I assume that these things are good enough. I trust them. . . I kind of assume [protection]
is already there. Like I assume the hubs are doing some magic. (P2)
I think it’s anonymized enough where I’m not worried that somebody knows exactly
what I’m doing. It’s more like as a cohort or you know as a statistic so it doesn’t really
make me feel like I’m losing privacy or something. (P10)
However, it is unclear whether the users would take serious control over their privacy if this trust in
manufacturers was breached. Given their desire for convenience and the work required to manually
configure device privacy settings, users might instead decide to trust other institutions, such as
regulatory agencies, to protect their privacy.
5.4

Skepticism of Non-A/V Device Privacy Risks

While participants were generally concerned about the privacy implications of smart home devices
that record audio or video, several expressed skepticism that non-A/V devices posed privacy risks.
Proc. ACM Hum.-Comput. Interact., Vol. 2, No. CSCW, Article 200. Publication date: November 2018.

200:14
I’d be happier if someone hacked a plug than the camera pointed in the living room. (P1)
I’m not really too concerned about lights being on or off, or if someone does somehow
hack my account, or if someone is able to turn my lights on or off. (P5)
In particular, participants were unaware of the potential for machine learning algorithms to infer
sensitive information from otherwise innocuous data, such as in-home temperatures and when the
front door opens.
You know the door opened 15 times. . . and you can see how cold it is in the house. I
guess that doesn’t really bother me if they keep that. (P6)
There’s nothing that a thermostat knows except what temperature our house is at
at different times of the day and year, and I would not feel very private about that
information. (P3)
However, researchers have demonstrated that metadata from non-A/V smart home devices can
provide enough information to infer user activities [2, 50], such as home occupancy, work routines,
and sleeping patterns. By dividing their conceptions of smart home data into binary “sensitive” and
“nonsensitive” categories without fully understanding the data analysis capabilities of entities that
collect the data, participants are inadvertently jeopardizing their privacy while believing they have
no cause for concern. This is a new contribution regarding user opinions of IoT data privacy risks
from modern inference algorithms.
6

RECOMMENDATIONS

Our interview results have various implications for the designers of future smart home IoT devices,
as well as for researchers, industry standards bodies, consumer advocacy groups, and regulators. In
this section, we discuss some recommendations based on our findings. Some of these recommendations echo results from previous work (e.g., privacy controls must be clear and convenient). Previous
studies on privacy in IoT and other contexts have proposed similar recommendations, especially
for device designers [21, 65]. However, current devices still do not follow these recommendations,
so they deserve to be re-iterated. In addition, we make several novel recommendations to improve
the state of user privacy with IoT devices.
It is generally accepted that users dislike spending the time and effort to manage privacy settings
or other privacy controls or have difficulty configuring them to match their intentions [30]. Thus,
even with improved IoT privacy controls backed by improved design and stricter regulation, many
users may be unwilling to take meaningful steps to manage their privacy. This motivates a larger
debate about how society should distribute the burden of privacy control between users, regulators,
and industry, which is out of scope for this work. In the interim, we focus on recommendations that
would help ease the burden on IoT device users attempting to control their privacy and make it
more likely that they will do so effectively with little effort. This presumes that the user is a rational
actor who can play a part in taking control of his or her privacy using tools provided by device
manufacturers within the constraints of government regulation. We do not however presume it is
solely the responsibility of the user to do so.
6.1

Smart Home Device Designers

Participants’ desire for convenience and general trust in IoT device manufacturers limits their
willingness to take action to verify or enforce smart home data privacy. This reality means that
privacy notifications and settings must be exceptionally clear and convenient if they are to be used.
It is well-known that user-friendliness increases engagement with privacy settings and warnings in
web and mobile application contexts [16, 17]; however, most smart home IoT devices do not have
screens. This makes it considerably more difficult for designers to incorporate privacy notifications
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and settings options that are clear, simple, and accessible without overwhelming the user interface
of the device [43].
For some forms of data collection, clear non-screen notifications already exist. The most recognizable is likely the light that turns on next to a camera (e.g., on a laptop) when it is recording. IoT
personal assistants (Google Home and Amazon Echo) already display particular light patterns to
indicate that the device is recording audio. Since interview participants expressed greater privacy
concern about devices that record voice and video, we recommend that such visual indicators
be used extensively to indicate these activities, especially in devices traditionally without recording capabilities (e.g. doorbells, lightbulbs, etc.). Previous researchers have conducted extensive
work to determine the effectiveness of webcam indicators as well as security connection indicators [29, 42, 47]. We propose that future work focus on what indicators would work for different
kinds of IoT devices so as not to overwhelm users.
Another option is for privacy notifications and settings to be incorporated into mobile applications
associated with smart home devices. Interview participants primarily interacted with their IoT
devices through mobile applications, especially the applications of hub-style devices that connect
and control multiple other devices in home. We recommend that the mobile applications for IoT
devices have privacy settings similar to those commonly available on web applications, allowing
users to see and control which data their devices can collect and send to the cloud. The applications
should allow users to view and delete data points, such as mistaken voice commands or any kind
of sensitive material. A few participants mentioned that they appreciated the ability to use the
Amazon Echo application on their phones in order to see recorded commands and delete those of
their choosing. We recommend similar practices for all IoT device mobile applications.
Some researchers [48, 49] have proposed building dedicated hubs for privacy and security control
in smart home networks. However, we believe that it is unlikely that users would purchase a
dedicated device to protect their smart home data, especially if it requires additional effort to
set up and maintain without readily tangible benefits. Ultimately, there is an underlying tension
between convenience—a primary reason why our participants purchased IoT devices—and privacy
control, which, if left to the user, necessitates at least some additional effort. All practical privacy
solutions will have to operate within this constraint. We therefore look to researchers, regulators,
and industry standards for alternative approaches to reduce the burden of privacy control on users.
6.2 Researchers
Even with the previous design recommendations, mobile application privacy settings and simple
visual indicators will not be effective for all smart home devices. In homes with more than a few
devices, it is overwhelming to have separate mobile applications with independent privacy settings
for each device. Mobile application privacy settings will also be ineffective for non-A/V devices
if users do not believe that the privacy risks justify time and effort to modify default settings.
Additionally, many devices warrant on-device privacy notifications more nuanced than a single
light indicator. Researchers have a significant part to play investigating the current challenges
users face in managing privacy and security for their growing number of home devices.
Studies are needed to help untangle the underlying sensitivities around different domestic
practices that are detected and recorded by connected devices. Tolmie et al. [52] note that while
some types of data are innocuous under most circumstances, specific information about a household
(known by external actors or household members themselves) may allow compromising inferences
from the data. As these synergistic combinations of data and information are difficult to anticipate,
researchers should combine user studies with data collection measurements to develop methods of
detecting data streams that may violate user privacy in situ. These methods could then be used to
design interfaces that will make users more aware of unexpected data collection behaviors and ways
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to align their privacy and security needs with controls that are not overwhelming. Possible solutions
include creating systems that make it easy to centralize management of privacy and security across
home devices, helping users by providing the strongest privacy and security settings by default, or
providing recommendations as to what settings best match users’ unique domestic environments.
Crowdsourcing or otherwise automating suggested defaults for different situations or users could
arguably decrease the need for users to customize their privacy and security settings [5, 28].
Hub devices and personal assistants, such as the Amazon Echo, Google Home, and Samsung
SmartThings hub, already allow users to control many smart home devices from one centralized
interface. These devices could also serve as centralized points of privacy control for the entire
smart home network. However, this would require agreement on privacy-related APIs supported by
devices in the ecosystem. The format of such APIs is an open research question, as privacy is more
nuanced than the functional APIs required for controlling specific device features. One could imagine
a permissions model similar to the Android operating system, where smart home hubs request and
monitor permissions for other IoT devices on the network. The available permissions could include
which sensors are allowed to be active and which entities are allowed to receive specific data
(e.g., “only the manufacturer can receive data derived from temperature recordings”). Additionally,
devices would need to allow meaningful settings options without breaking functionality. If the
only options are “no network access” (and therefore no Internet-related features) and “unlimited
network access,” users prioritizing connectedness and convenience will not choose the restrictive
option. Additional technical and HCI research is needed to develop simple and meaningful privacy
settings and corresponding enforcement mechanisms for centralized smart home privacy control.
6.3

Regulation, Industry Standards, and Consumer Incentives

As discussed in Section 5, distinctions between categories of smart home service providers are
becoming increasingly blurred. From application to service to content providers, the IoT market
is proliferating, but not all companies are regulated by the same agencies. Different device manufacturers may therefore be held to different technical or privacy standards. For example, Comcast
is currently regulated as a common carrier by the Federal Communications Commission (FCC);
the Federal Trade Commission (FTC) cannot pursue or enforce regulation with respect to any
Comcast products, including Xfinity Home, a suite of home automation and security products. Yet,
companies such as Google and Samsung, who manufacture essentially the same suite of products
(e.g., Google Home, Samsung SmartThings) are subject to FTC regulatory action. These differences
are especially troubling given that users have different perceptions about these companies, leading
to vastly different privacy opinions for essentially the same types of devices.
The European Union’s General Data Privacy Regulation (GDPR) and the the California Consumer
Privacy Act of 2018 (AB 375) [57] are examples of how legislative action can institute more uniform
privacy protections across the industry. However, it remains to be seen whether these laws will have
an appreciable impact on the data collection behavior of consumer IoT devices or address consumers’
misgivings about IoT device privacy. Such regulations will have especially little influence on issues
of interpersonal privacy regarding IoT data accessible to multiple household members [18]. Followup studies after these laws have been in effect for a longer period will be necessary to judge whether
IoT users are satisfied with their results.
Another possibility is to create a certification program with a common set of industry standards
outlining best privacy practices for for device manufacturers. Consumers could then evaluate the
privacy practices of a device or manufacturer based on adherence to this common set of guidelines.
Such standards could determine, for example, to what extent various devices send anonymized,
encrypted, and aggregated data to different entities. Products that do meet privacy standards could
be highlighted as such. Williams et al. [59] report that privacy standards would further encourage
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competition in a market already replete with insecure devices. Perera et al. [41] have suggested a
framework to assess the privacy capabilities and gaps of IoT devices, such as whether collection of
data is minimized, anonymized, encrypted, distributed.
However, standardizing privacy practices poses significant challenges. There is a risk, for example,
in being overly prescriptive about specific technologies or practices, lest a certain technology
prove to be insufficient for protecting consumer privacy. Finally, consumers must care about the
certification, requiring advertising and outreach to inform customers of privacy risks and the
safeguards provided by certified devices.
7

CONCLUSION

Our interviews of smart home owners provide insights into long-term experiences living with
IoT devices. Recurring themes indicate that users prioritize convenience and connectedness, and
these values dictate their privacy opinions and behaviors. User opinions about who should have
access to their smart home data depend on perceived benefit from entities external to the home
that create, track, regulate, or manage IoT devices and their data. Users also assume their privacy
is protected based on trust in IoT device manufacturers, but are unaware of the potential for
machine learning inference to reveal sensitive information from non-audio/visual data. These
findings provide new evidence of users’ IoT-specific privacy considerations and suggest the need
for improved privacy notifications and user-friendly settings, as well as industry privacy standards
that cut across regulatory divisions. As IoT home devices become increasingly ubiquitous, our
study’s findings and recommendations contribute to the broader understanding of users’ evolving
attitudes towards privacy in smart homes.
ACKNOWLEDGMENTS
We thank our study participants. This work was funded by NSF CNS-1539902.
REFERENCES
[1] Alessandro Acquisti and Jens Grossklags. 2005. Privacy and rationality in individual decision making. IEEE security &
privacy 3, 1 (2005), 26–33.
[2] Noah Apthorpe, Dillon Reisman, and Nick Feamster. 2016. A smart home is no castle: privacy vulnerabilities of
encrypted IoT traffic. Workshop on Data and Algorithmic Transparency (2016).
[3] Noah Apthorpe, Yan Shvartzshnaider, Arunesh Mathur, Dillon Reisman, and Nick Feamster. 2018. Discovering Smart
Home Internet of Things Privacy Norms Using Contextual Integrity. Proceedings of the ACM on Interactive, Mobile,
Wearable and Ubiquitous Technologies (2018).
[4] Abdullahi Arabo, Ian Brown, and Fadi El-Moussa. 2012. Privacy in the age of mobility and smart devices in smart
homes. In Privacy, Security, Risk and Trust (PASSAT), 2012 International Conference on and 2012 International Confernece
on Social Computing (SocialCom). IEEE, 819–826.
[5] Jef Ausloos, Els Kindt, Eva Lievens, Peggy Valcke, and Jos Dumortier. 2013. Guidelines for privacy-friendly default
settings. ICRI Research Paper No. 12|2013 (2013).
[6] Nellie Bowles. 2018. Thermostats, Locks and Lights: Digital Tools of Domestic Abuse. https://www.nytimes.com/2018/
06/23/technology/smart-home-devices-domestic-abuse.html. The New York Times (23 June 2018).
[7] AJ Brush, Bongshin Lee, Ratul Mahajan, Sharad Agarwal, Stefan Saroiu, and Colin Dixon. 2011. Home automation
in the wild: challenges and opportunities. In proceedings of the SIGCHI Conference on Human Factors in Computing
Systems. ACM, 2115–2124.
[8] Joseph Bugeja, Andreas Jacobsson, and Paul Davidsson. 2016. On Privacy and Security Challenges in Smart Connected
Homes. In Intelligence and Security Informatics Conference (EISIC), 2016 European. IEEE, 172–175.
[9] Barbara Carminati, Pietro Colombo, Elena Ferrari, and Gokhan Sagirlar. 2016. Enhancing user control on personal
data usage in internet of things ecosystems. In Services Computing (SCC), 2016 IEEE International Conference on. IEEE,
291–298.
[10] Deborah Chambers. 2012. A sociology of family life. Polity.
[11] Marshini Chetty, Ja-Young Sung, and Rebecca E Grinter. 2007. How smart homes learn: The evolution of the networked
home and household. In International Conference on Ubiquitous Computing. Springer, 127–144.
Proc. ACM Hum.-Comput. Interact., Vol. 2, No. CSCW, Article 200. Publication date: November 2018.

200:18
[12] Eun Kyoung Choe, Sunny Consolvo, Jaeyeon Jung, Beverly Harrison, and Julie A Kientz. 2011. Living in a glass house:
a survey of private moments in the home. In Proceedings of the 13th international conference on Ubiquitous computing.
ACM, 41–44.
[13] Mauro Conti, Michele Nati, Enrico Rotundo, and Riccardo Spolaor. 2016. Mind The Plug! Laptop-User Recognition
Through Power Consumption. In Proceedings of the 2nd ACM International Workshop on IoT Privacy, Trust, and Security.
ACM, 37–44.
[14] George Demiris, Brian K Hensel, Marjorie Skubic, and Marilyn Rantz. 2008. Senior residents’ perceived need of and
preferences for “smart home” sensor technologies. International journal of technology assessment in health care 24, 1
(2008), 120–124.
[15] Lina Dencik and Jonathan Cable. 2017. The advent of surveillance realism: Public opinion and activist responses to the
Snowden leaks. International Journal of Communication 11 (2017), 763–781.
[16] Serge Egelman. 2009. Trust me: Design patterns for constructing trustworthy trust indicators. Technical Report. CarnegieMellon University School of Computer Science.
[17] Serge Egelman, Lorrie Faith Cranor, and Jason Hong. 2008. You’ve been warned: an empirical study of the effectiveness
of web browser phishing warnings. In Proceedings of the SIGCHI Conference on Human Factors in Computing Systems.
ACM, 1065–1074.
[18] Murray Goulden, Peter Tolmie, Richard Mortier, Tom Lodge, Anna-Kaisa Pietilainen, and Renata Teixeira. 2018. Living
with interpersonal data: observability and accountability in the age of pervasive ICT. New Media & Society 20, 4 (2018),
1580–1599.
[19] Glenn Greenwald. 2013. NSA collecting phone records of millions of Verizon customers daily. The Guardian 6, 06
(2013), 2013.
[20] Glenn Greenwald and Ewen MacAskill. 2013. NSA Prism program taps into user data of Apple, Google and others.
The Guardian 7, 6 (2013), 1–43.
[21] Broadband Internet Technical Advisory Group. 2016. Internet of Things (IoT) Security and Privacy Recommendations.
Technical Report.
[22] Consumers International. 2017. Testing our trust: consumers and the Internet of Things 2017 review. https://www.
consumersinternational.org/media/154746/iot2017review-2nded.pdf.
[23] Andreas Jacobsson and Paul Davidsson. 2015. Towards a model of privacy and security for smart homes. In Internet of
Things (WF-IoT), 2015 IEEE 2nd World Forum on. IEEE, 727–732.
[24] A-Reum Jung. 2017. The influence of perceived ad relevance on social media advertising: An empirical examination of
a mediating role of privacy concern. Computers in Human Behavior 70 (2017), 303–309.
[25] Ruogu Kang, Laura Dabbish, Nathaniel Fruchter, and Sara Kiesler. 2015. “My data just goes everywhere:” user mental
models of the internet and implications for privacy and security. In Symposium on Usable Privacy and Security (SOUPS).
USENIX Association Berkeley, CA, 39–52.
[26] Johannes Knoll. 2016. Advertising in social media: a review of empirical evidence. International Journal of Advertising
35, 2 (2016), 266–300.
[27] Hosub Lee and Alfred Kobsa. 2016. Understanding user privacy in Internet of Things environments. In 2016 IEEE 3rd
World Forum on Internet of Things (WF-IoT). IEEE, 407–412.
[28] Jialiu Lin, Bin Liu, Norman Sadeh, and Jason I Hong. 2014. Modeling users’ mobile app privacy preferences: Restoring
usability in a sea of permission settings. In Symposium on Usable Privacy and Security (SOUPS).
[29] Dominique Machuletz, Henrik Sendt, Stefan Laube, and Rainer Böhme. 2016. Users protect their privacy if they can:
Determinants of webcam covering behavior. In Proceedings of the European Workshop on Usable Security (EuroUSEC’16).
Internet Society, Reston, VA, USA.
[30] Michelle Madejski, Maritza Johnson, and Steven M Bellovin. 2012. A study of privacy settings errors in an online
social network. In Pervasive Computing and Communications Workshops (PERCOM Workshops), 2012 IEEE International
Conference on. IEEE, 340–345.
[31] Kirsten Martin and Helen Nissenbaum. 2016. Measuring privacy: an empirical test using context to expose confounding
variables. Colum. Sci. & Tech. L. Rev. 18 (2016), 176.
[32] Kelly D Martin and Patrick E Murphy. 2017. The role of data privacy in marketing. Journal of the Academy of Marketing
Science 45, 2 (2017), 135–155.
[33] Simon Mayer, Yassin N Hassan, and Gábor Sörös. 2014. A magic lens for revealing device interactions in smart
environments. In SIGGRAPH Asia 2014 Mobile Graphics and Interactive Applications. ACM, 9.
[34] Michelle L Mazurek, JP Arsenault, Joanna Bresee, Nitin Gupta, Iulia Ion, Christina Johns, Daniel Lee, Yuan Liang,
Jenny Olsen, Brandon Salmon, et al. 2010. Access control for home data sharing: Attitudes, needs and practices. In
Proceedings of the SIGCHI Conference on Human Factors in Computing Systems. ACM, 645–654.
[35] Faith McCreary, Alexandra Zafiroglu, and Heather Patterson. 2016. The contextual complexity of privacy in smart
homes and smart buildings. In International Conference on HCI in Business, Government and Organizations. Springer,
Proc. ACM Hum.-Comput. Interact., Vol. 2, No. CSCW, Article 200. Publication date: November 2018.

User Perceptions of Smart Home IoT Privacy

200:19

67–78.
[36] Emily McReynolds, Sarah Hubbard, Timothy Lau, Aditya Saraf, Maya Cakmak, and Franziska Roesner. 2017. Toys that
listen: A study of parents, children, and internet-connected toys. In Proceedings of the 2017 CHI Conference on Human
Factors in Computing Systems. ACM, 5197–5207.
[37] Andrés Molina-Markham, Prashant Shenoy, Kevin Fu, Emmanuel Cecchet, and David Irwin. 2010. Private memoirs of
a smart meter. In Proceedings of the 2nd ACM workshop on embedded sensing systems for energy-efficiency in building.
ACM, 61–66.
[38] Pardis Emami Naeini, Sruti Bhagavatula, Hana Habib, Martin Degeling, Lujo Bauer, Lorrie Cranor, and Norman Sadeh.
2017. Privacy Expectations and Preferences in an IoT World. In Symposium on Usable Privacy and Security (SOUPS).
[39] Johannes Obermaier and Martin Hutle. 2016. Analyzing the security and privacy of cloud-based video surveillance
systems. In Proceedings of the 2nd ACM International Workshop on IoT Privacy, Trust, and Security. ACM, 22–28.
[40] Aafaf Ouaddah, Hajar Mousannif, Anas Abou Elkalam, and Abdellah Ait Ouahman. 2017. Access control in the Internet
of things: big challenges and new opportunities. Computer Networks 112 (2017), 237–262.
[41] Charith Perera, Ciaran McCormick, Arosha K Bandara, Blaine A Price, and Bashar Nuseibeh. 2016. Privacy-byDesign Framework for Assessing Internet of Things Applications and Platforms. In Proceedings of the 6th International
Conference on the Internet of Things. ACM, 83–92.
[42] Rebecca S Portnoff, Linda N Lee, Serge Egelman, Pratyush Mishra, Derek Leung, and David Wagner. 2015. Somebody’s
watching me?: Assessing the effectiveness of webcam indicator lights. In Proceedings of the 33rd Annual ACM Conference
on Human Factors in Computing Systems. ACM, 1649–1658.
[43] Georg Regal, Elke Mattheiss, Marc Busch, and Manfred Tscheligi. 2016. Insights into Internet Privacy for Visually
Impaired and Blind People. In International Conference on Computers Helping People with Special Needs. Springer,
231–238.
[44] Everett M Rogers. 2010. Diffusion of innovations. Simon and Schuster.
[45] Jan H Schumann, Florian von Wangenheim, and Nicole Groene. 2014. Targeted online advertising: Using reciprocity
appeals to increase acceptance among users of free web services. Journal of Marketing 78, 1 (2014), 59–75.
[46] Irving Seidman. 2013. Interviewing as qualitative research: A guide for researchers in education and the social sciences.
Teachers college press.
[47] Pan Shi, Heng Xu, and Xiaolong Luke Zhang. 2011. Informing security indicator design in web browsers. In Proceedings
of the 2011 iConference. ACM, 569–575.
[48] Anna Kornfeld Simpson, Franziska Roesner, and Tadayoshi Kohno. 2017. Securing vulnerable home IoT devices with
an in-hub security manager. In Pervasive Computing and Communications Workshops (PerCom Workshops), 2017 IEEE
International Conference on. IEEE, 551–556.
[49] Vijay Sivaraman, Hassan Habibi Gharakheili, Arun Vishwanath, Roksana Boreli, and Olivier Mehani. 2015. Networklevel security and privacy control for smart-home IoT devices. In Wireless and Mobile Computing, Networking and
Communications (WiMob), 2015 IEEE 11th International Conference on. IEEE, 163–167.
[50] Vijay Srinivasan, John Stankovic, and Kamin Whitehouse. 2008. Protecting your daily in-home activity information
from a wireless snooping attack. In Proceedings of the 10th international conference on Ubiquitous computing. ACM,
202–211.
[51] Murray A Straus, Richard J Gelles, and Suzanne K Steinmetz. 2017. Behind closed doors: Violence in the American family.
Routledge.
[52] Peter Tolmie, Andy Crabtree, Tom Rodden, James Colley, and Ewa Luger. 2016. “This has to be the cats”: Personal
Data Legibility in Networked Sensing Systems. In Proceedings of the 19th ACM Conference on Computer-Supported
Cooperative Work & Social Computing. ACM, 491–502.
[53] Daphne Townsend, Frank Knoefel, and Rafik Goubran. 2011. Privacy versus autonomy: a tradeoff model for smart home
monitoring technologies. In Engineering in Medicine and Biology Society, EMBC, 2011 Annual International Conference
of the IEEE. IEEE, 4749–4752.
[54] Catherine E Tucker. 2014. Social networks, personalized advertising, and privacy controls. Journal of Marketing
Research 51, 5 (2014), 546–562.
[55] Joseph Turow, Michael Hennessy, Nora Draper, Ope Akanbi, and Diami Virgilio. 2018. Divided We Feel: Partisan
Politics Drive American’s Emotions Regarding Surveillance of Low-Income Populations. (2018).
[56] Emmanuel Sebastian Udoh and Abdulwahab Alkharashi. 2016. Privacy risk awareness and the behavior of smartwatch
users: A case study of Indiana University students. In Future Technologies Conference (FTC). IEEE, 926–931.
[57] Daisuke Wakabayashi. 2018. California Passes Sweeping Law to Protect Online Privacy. https://www.nytimes.com/
2018/06/28/technology/california-online-privacy-law.html. The New York Times (28 June 2018).
[58] R Wang. 2013.
June 10. Beware trading privacy for convenience.
http://blogs.hbr.org/2013/06/
beware-tradingprivacy-for-con. Harvard Business Review (2013).

Proc. ACM Hum.-Comput. Interact., Vol. 2, No. CSCW, Article 200. Publication date: November 2018.

200:20
[59] Meredydd Williams, Jason RC Nurse, and Sadie Creese. 2016. The perfect storm: The privacy paradox and the
Internet-of-Things. In Availability, Reliability and Security (ARES), 2016 11th International Conference on. IEEE, 644–652.
[60] Jong-bum Woo and Youn-kyung Lim. 2015. User experience in do-it-yourself-style smart homes. In Proceedings of the
2015 ACM international joint conference on pervasive and ubiquitous computing. ACM, 779–790.
[61] Allison Woodruff, Sally Augustin, and Brooke Foucault. 2007. Sabbath day home automation: it’s like mixing technology
and religion. In Proceedings of the SIGCHI conference on Human factors in computing systems. ACM, 527–536.
[62] Peter Worthy, Ben Matthews, and Stephen Viller. 2016. Trust me: doubts and concerns living with the internet of
things. In Proceedings of the 2016 ACM Conference on Designing Interactive Systems. ACM, 427–434.
[63] Jie Wu, Jinglan Liu, Xiaobo Sharon Hu, and Yiyu Shi. 2016. Privacy protection via appliance scheduling in smart
homes. In Computer-Aided Design (ICCAD), 2016 IEEE/ACM International Conference on. IEEE, 1–6.
[64] Rayoung Yang and Mark W Newman. 2013. Learning from a learning thermostat: lessons for intelligent systems for
the home. In Proceedings of the 2013 ACM international joint conference on Pervasive and ubiquitous computing. ACM,
93–102.
[65] Eric Zeng, Shrirang Mare, and Franziska Roesner. 2017. End user security & privacy concerns with smart homes. In
Symposium on Usable Privacy and Security (SOUPS).
[66] Yu-Qian Zhu and Jung-Hua Chang. 2016. The key role of relevance in personalized advertisement: Examining its
impact on perceptions of privacy invasion, self-awareness, and continuous use intentions. Computers in Human
Behavior 65 (2016), 442–447.

Received April 2018; revised July 2018; accepted September 2018

Proc. ACM Hum.-Comput. Interact., Vol. 2, No. CSCW, Article 200. Publication date: November 2018.

